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Standard approach for breaking
embedded systems
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. vulnerability :
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Standard approach for breaking

—embeaaeasystems—
ECUs found in cars!

Exploit
. vulnerability :

But to understand, we need the firmware!
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Typical ECUs found in a car...

1949 003 bart Emgpawai

Cage Nan

Irverfece
Sering W
‘V o Uv-Tua
ns
webitantion
ey whee A
covrod sek -
W23 ergre
cantiol welt 8
: |
:
. SE?
[LLRE ST v -
¢ %83
1507 nbectar bever
wrnsw continluat
o
s
1990 power sloeieg
comtral unit
1250 edactranicaly
P — ‘
cxetralunit
D47 cavrol wek for

Barvey iee

whaluvownd CAM b

=

Tit dugreatic cormcia”
(oot conwws 130

Dagrean
CAN-Bas

‘ e rastian chex lorecs T
Nwde

D—

15 Chwatiaai
coebaluvt

CTomlert CAN-3 00
Jut bendbght cage

sdastver! contred
'l

VI el bend byt

Prode A s

e wed (A b

MO rghe
[T

oA ML
wortred vt

Trvws CAk-ba

Joans blind e dwec e
wptew cantol unk: (*%)

g

eaten spdem
caeba undt (*)

> @

CRO% refrigerent crtalt

Porsure cha L

= Chrmta LI-Zea
v

112€ fresh o' blawe:
conered snk

A homy UN-
e

-

W12 warm Yam

Y eebaand

AA oty corered sek

&<

L0 e bt e
ontrel sk

L Y

l Al nan

> S

BEAT wn hemating
caveol selt

— Y

R e ed
gt seraer

contred sk
i N
& o — = -
1369 rear right 6273 bwserbae
dont cweved w rocitareg seear

Frivets D0

¥AS5 chiglay coelral
it fer bamt
Inbawwaton dasy
and sparwieg Lok
cavrol

1517 canlraiunit o
@i og ke 0 e iTICRICE

Nl e o cckav e
fack ectumtes

St

1345 rafinr cutectioy
corercl ask

1245 srwood coviol we it )

1518 entrg and shrt
sathorhation contrsl ant

e

1285 caa® parel cortrel ank



Typical ECUs found in a car...
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Typical ECUs found
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pical ECUs foundinacar...
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pical ECUs found inacar...
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Typical ECUs found inacar...
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Typlcal ECUs foundina car...
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Just like embedded systerns,

these ECUs come in all forms, shapes and sizes!
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Lots of them are stuck in cars worldwide...
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Today we target an Instrument Cluster
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Today we target an Instrument Cluster
Why?

/t has

041735 == 1506 NS
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We want to understand our target...

So we need to its firmware!
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Let’s get our target’s firmwarel!
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Let’s get our target’s firmwarel!

Firmware ".e,'
upgrade AT& L eaks
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Let’s get our target’s firmwarel!

upgrade
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00000
0000

Let’s get our target’s firmwarel!

Interfaces
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Let’s get our target’s firmwarel!

upgrade

E Chips

00000
\ 5000 Interfaces

*‘* Software

Let’s open up our Instrument Cluster!
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EEPROM
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— L | | | |
AmMculE | Dpisplay

L 1 1%
EEPROM
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_____ L UART

EEPROM
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Q /0

CAN

_____ L UART

| 111
<
O
-

111

EEPROM
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Most ECUs speak UDS over CAN!
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Most ECUs speak UDS over CAN!

Yay, UDS! Wait... what?
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Unified Diagnostic Services (UDS)

TR\
IS014229
NS

Diagnostics
Data Transmission

* Read and write memory
Security Access check

And loads of more stuff...
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Quick analysis of our dashboard
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Quick analysis of our dashboard

* Read/write memory functions
* Protected

There Will Be Glitches: Extracting and Analyzing Automotive Firmware Efficiently

34



Quick analysis of our dashboard

* Read/write memory functions
* Protected

* Black-box vulnerability discovery
* Possible; but too difficult
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Quick analysis of our dashboard

* Read/write memory functions
* Protected

* Black-box vulnerability discovery
* Possible; but too difficult

* We want something easy...
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Q /0

CAN

_____ L UART

| 111
<
O
-

111

EEPROM
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X

/0 | 11 1|
7, MCUE [ _Display |

CANp'
11

] ] ] ]
VCC % | EEPROM
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Voltage Fault Injection /!
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time
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time
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5.5V

1.8V

time

42



5.5V

1.8V

time
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Fault Injection — Tooling

Open source Commercial

ChipWhisperer® Inspector FI

Fault Injection tooling is available to the masses!
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http://newae.com/tools/chipwhisperer/
https://www.riscure.com/security-tools/inspector-fi/

What happens when we glitch?

(@) Things go wrong!

celiable % y - A

C\OC\C?

There Will Be Glitches: Extracting

<yoble
Pow é f"

\)@P ONg| € ”W

and Analyzing Automotive Firmware

Efficien

tly
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Fault Injection breaks things!

* Memory contents
* Register contents

 Executed instructions

You cannot trust anything anymore...
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We can modify instructions and data!
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We can modify instructions and data!

Yes, this also means we can skip instructions!
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We can modify instructions and data!

Yes, this also means we can skip instructions!

This works on all standard architectures.
ARM, MIPS, PowerPC, SH4, V850, Intel etc.
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Lel’s glitch something...
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Glitching the Security Access Check

Client ECU
request access

There Will Be Glitches: Extracting and Analyzing Automotive Firmware Efficiently



Glitching the Security Access Check

Client ECU
request access

challenge
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Glitching the Security Access Check

Client ECU
request access

challenge

response

There Will Be Glitches: Extracting and Analyzing Automotive Firmware Efficiently



Glitching the Security Access Check

Client

ECU
request access
challenge
d
response

if (response == correct_response)

grant_access();
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Glitching the Security Access Check

Client

ECU

request access

challenge

~ Ay

response

if (response vrcorrect_response)

grant_access();
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Glitching the Security Access Check Results

* Not successful:’(
* There’sa 10 minute timeout after 3 failed attempts

* Simply not practical for us (or an attacker)
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Glitching the Security Access Check Results

* Not successful:’(
* There’sa 10 minute timeout after 3 failed attempts

* Simply not practical for us (or an attacker)

You win some, you lose some!
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Glitching ReadMemoryByAddress

Hacker

ECU

read memory by address

-“‘+-----

H is_authenticated()

access denied
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Glitching ReadMemoryByAddress

Hacker

ECU

read memory by address

-“‘+-----

is_authenticated()

access denied
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Glitching ReadMemoryByAddress

Hacker

ECU

read memory by address

-“‘+-----

is_authenticated()

access denied

No restrictions on failed attempts!
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Glitching ReadMemoryByAddress Results

* Successful on several different ECUs
* Which are designed around different MCUs

* Depending on the target...
* Allows reading out N bytes from an arbitrary address

* Complete firmware extracted in the order of days
* Depended on the size of the internal memory

There Will Be Glitches: Extracting and Analyzing Automotive Firmware Efficiently
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DEMOQO TIME I
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Fault Injection demo setup

USB USB

—VCC—

Spider
(FPGA)

Target Huracan
(MCU) —CAN— (CAN)

—Reset—

L Trigger J

CAN UDS CMD: ReadMemoryByAddress(0x00000000, 0x40)
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Documentation

T B
e o e R W
—

o -

oo
o=
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6.0 1.2

40 03

20 04

00 00

Finding the right parameters: Randomize

. VCC..

Glitch .

CMD _ RSP __CAN
WML I

| Glitch (zoomed)
Glitch Parameters o F oo

* Glitch Delay
* Glitch Duration
* Glitch Voltage Il
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Glitch duration (ns)

There is a relationship!

?0_ S
N R
50
40 Expected ...............
Mute TR

o] ¢ Successful s

& i XS K3

0.75 1.00 1.25 1.50 1.75 3.00

0.00 0.25 0.50

Glitch voltage (V)

This relationship allows minimizing the parameter search spacel!
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Let s swiltch to the other laptop...
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6,0 < n

40 08

20 0

00 00

Why not a 100% success rate? :'(

6.0

{smmmjm | | | | Mm

40
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Why not a 100% success rate? :'(

6.0

40

Lt
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4,0

0.0
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We have the firmware... now what?
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s
Qv

OUR GoAL

N
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Getting
Firmware

The Plan
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Getting
Firmware

The Plan
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The Plan

Getting
Firmware

Reverse
Engineering
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The Plan

Getting
Firmware

Reverse

S Understanding
Engineering
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The Plan

Getting
Firmware

Reverse
Engineering

Understanding

:ME Tuning

Hacking
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Static analysis?

<[>

Firmware

There Will Be Glitches: Extracting and Analyzing Automotive Firmware Efficiently
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Static analysis?
<[>

Custom _ —
code

Firmware

/

0OS
code
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Mode

2

S

Static analysis?

N

@74

Configuration

(<)

Custom —
code Firmware
Generated / /
code
code
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Tools?

SARCH is supported by IDA Pro and radare?2
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Tools?

SARCH is supported by IDA Pro and radare?
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Tools?

SARCH is supported by IDA Pro and radare?

SARCH is not supported by gemu

There Will Be Glitches: Extracting and Analyzing Automotive Firmware Efficiently
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No tools? Let’s make some tools!
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CAN port What do we need?

fod

/0 |&= | - B I I
ports (& AMcUEL ‘ EEPROM
— - | | | |
T 11

L1 1 1
‘ Display ‘
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CAN port What do we need?

fod

/0 |&= | B L1 1 1
ports (& AMcUEL ‘ EEPROM
— - | | | |

* |nstruction set emulator ‘. DI‘SP'?V .‘
* Timers, interrupts, ...
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CAN port What do we need?

fod

MCU

ports (&

I I I I
| EEPROM |
~ 12C T

* |nstruction set emulator ‘. DI‘SP'?V .‘
* Timers, interrupts, ...
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CAN port

R

ports |€2) T~

What do we need?

MCU

I I I I
| EEPROM |
~ 12C T

| | | |
* |Instruction set emulator ‘ Display ‘

| | | |
* Timers, interrupts, ...
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Emulating the CPU architecture

case

INSTX(or, "r%d, r%d", low, high);

assert(high != 0);

if (high !'= @) {
m_registers[high] |= m_registers[low];
TAINT _REG_OR(high, low);
ZERO_FLAG(m_registers[high]);
NEG_FLAG(m_registers[high]);
updatePSW(false, PSW _0V);

}

pc += 2;

break;

There Will Be Glitches: Extracting and Analyzing Automotive Firmware Efficiently

91



“Implementing” peripherals
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“Implementing” peripherals

case 0Ox

//

// not implemented yet

break;
case Ox

//

break;
case 0Ox

//

// for now, we just pretend the clock initializes instantly

printf("** clock init **\n");

*(uint8_t *)&m_memory[addr] = 0;

break;
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How difficult was it?
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How difficult was it?

~ 1 (sleepless) week of work a\
(for a hacker experienced in writing emulators)
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How difficult was it?

~ 1 (sleepless) week of work a\
(for a hacker experienced in writing emulators)

~ 3000 lines of (terrible) code
(excluding support tooling)
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Why write an emulator?

Debugging (e.g. GDB stub)
SocketCAN
Execution tracing

Taint tracking
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Execution tracing

call getChecksumChunkSize, lp

mov rl0, r7

mov r27, ré

call calculateChecksum, 1lp -- r6 is pointer (note: skips first 2 bytes)
- r7 is size to check (in bytes)

-- returns [ checksum in r10
cmp rlo, r29
bz ret
xor OxAAAA, r29, ro
bz ret

mov OxFFFF, ro, rl
set 3, (g_globallntegrityState - 9x3FF0000)[rl]
mov 1, r28 -- checksum was invalid (manipulation)

ret: -- CODE XREF: performChecksumVerification+1C?j
-- performChecksumVerification+221j
mov r28, rlo
z rlo
call pop_r26tor29_1lp
-- End of function performChecksumVerification
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Execution tracing

0x02920
0x02922 (jump)
0x02926
0x02928
0x0292c
0x02930

There Will Be Glitches: Extracting and Analyzing Automotive Firmware Efficiently 102



Execution tracing

0x02920
0x02922 (jump)
0x02926
0x02928
0x0292c
0x02930
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Execution tracing

call getChecksumChunkSize, 1p

mov 0109, r’7

mov r27, ré

call calculateChecksum, lp -- r6 is pointer (note: skips first 2 bytes)
- r7 is size to check (in bytes)

-- returns 8 checksum in r10
cmp rl0, r29
bz ret
xor OxAAAA, r29, ro
bz ret
mov OxFFFF, ro, ril
set 3, (g_globallntegrityState - 0x3FF0000)[rl]
mov 1, r28 -- checksum was invalid (manipulation)
ret: -- CODE XREF: performChecksumVerification+1C?tj

-- performChecksumVerification+221j
mov r28, rlo
z rlo
call pop_r26tor29_1lp
-- End of function performChecksumVerification
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Execution tracing

call getChecksumChunkSize, lp

mov rl0, r7

mov r27, ré

call calculateChecksum, 1lp -- r6 is pointer (note: skips first 2 bytes)
-- r7 is size to check (in bytes)
-- returns [l checksum in r1e

cmp rl0, r29
bz ret

ret: .

CODE XREF: performChecksumVerification+1Ctj
performChecksumVerification+221j

mov r28, rl0
z rlo
call pop_r26tor29_1p
-- End of function performChecksumVerification
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??
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??
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??

Taint tracking
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??

??

??

??

??

??

??

??

Taint tracking

CAN message
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??

??

??

??

??

??

??

??

Taint tracking

Data[2] =

CAN message

CAN.read()
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Taint tracking

&z Data[2] =

CAN message

CAN message CAN.read()

??

??

??

??

??

??

There Will Be Glitches: Extracting and Analyzing Automotive Firmware Efficiently

109



Taint tracking

? Data[2] = CAN message
CAN message CAN.read()

??

& Data[7] =

EE Data[2]

??

??

??
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Taint tracking

? Data[2] = CAN message
CAN message CAN'read()

??

& Data[7] =

?? Data[2]

??

CAN message

??
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Taint tracking

? Data[2] = CAN message
CAN message CAN'read()

??

& Data[7] =

?? Data[2]

??

CAN message

??

Data[7] == Y?
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Taint tracking

? Data[2] = CAN message
CAN message CAN'read()

??

& Data[7] =

?? Data[2]

??

CAN message

??

~ Data[7] ==Y?
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Taint tracking UDS Security Access

?
?
?
?
?
?
?

??
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Taint tracking UDS Security Access

??

??

??

??

??

??

??

??

Response
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Taint tracking UDS Security Access

??

??

??

??

??

??

??

??

Data[2] =

Response

CAN.read()
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Taint tracking UDS Security Access

&z Data[2] =

Response

Response CAN.read()

??

??

??

??

??

??
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Taint tracking UDS Security Access

- Data[2] = Response
Response CAN.read()

??

??

66 Data[7] ==

27 calculateKey()?
Response

??
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Taint tracking UDS Security Access

- Data[2] = Response
— CAN.read()

??

??

? Data[7] ==

” _. calculateKey()?
Response

??
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Taint tracking UDS Security Access

- Data[2] = Response
Response CAN.read()

?

?

66 Data[7] ==

? - calculateKey()?
Response

?

We found the calculateKeyfunction!
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Demo Timell!l

Runnable

Task 1

A

Task 2

SWC
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Wrap up!

* Hardware will betray you!
* Emulating a dashboard is not too tricky?

* Fault injection attacks on UDS are cool.
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This Fault Injection attack
on UDS is not efficient!

We can do better...
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Debug interfaces

if (allow debug())

{
open JTAG();
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Debug interfaces
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Electromagnetic Fault Injection

ChipSHOUTER® Inspector Fl
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http://newae.com/tools/chipwhisperer/
https://www.riscure.com/security-tools/inspector-fi/

Electromagnetic Fault Injection

Cheap and awesome:
BADFET

AV?ET Inspector FI
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http://newae.com/tools/chipwhisperer/
https://recon.cx/2017/montreal/resources/slides/RECON-MTL-2017-BADFET.pdf
https://www.riscure.com/security-tools/inspector-fi/

Electromagnetic Fault Injection

Cheap and awesome:
BADFET

> AV?ET Inspector Fl

Electromagnetic fault injection available to the masses!
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Fault Injection is universal

all devices
all CPUs/MCUs

all software
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Can we harden ECUs against
fault injection?
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Hardening ECU hardware
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Hardening ECU hardware

* Memory integrity (e.g. ECC)
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Hardening ECU hardware

* Memory integrity (e.g. ECC)

* Processing integrity (e.g. lockstep)
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Hardening ECU hardware

* Memory integrity (e.g. ECC)
* Processing integrity (e.g. lockstep)

* However, please: Salety # Security
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https://www.riscure.com/publication/safety-not-equal-security/

Hardening ECU hardware

* Memory integrity (e.g. ECC)
* Processing integrity (e.g. lockstep)

* However, please: Salety # Security

* Don’t forget: debug interfaces
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https://www.riscure.com/publication/safety-not-equal-security/

Hardening ECU software
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Hardening ECU software

* Add redundancy:
* Duplicate code/checks
* SW-lockstep
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Hardening ECU software

* Add redundancy:
* Duplicate code/checks
* SW-lockstep

* Be paranoid:
* Control flow integrity
* Random delays
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Hardening ECU design
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Hardening ECU design

* Don’t expose keys to software:
use HW crypto engines (HSMs)
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Hardening ECU design

* Don’t expose keys to software:
use HW crypto engines (HSMs)

* Avoid having anything to hide:
use asymmetric cryptography
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As always, defense in depth is key!
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Key takeaways

* No software vulnerabilities # security

* Understanding firmware is easy
(with the right tooling)

* Your firmware will be extracted
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Thanks to...

Eloi Sanfelix Santiago Cordoba Ramiro Pareja Nils Wiersma

Our papers are available here, here and here!
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https://www.riscure.com/publication/safety-not-equal-security/
https://www.riscure.com/publication/efficient-reverse-engineering-automotive-firmware/
https://www.riscure.com/publication/fault-injection-automotive-diagnostic-protocols/

There were glitches... hopefully! ;)
riIscurc ¥VUSec

Thank you! Any questions?

Niek Timmers Alyssa Milburn
Security Analyst at Riscure PhD Troublemaker at VUSec
dtieknimmers / niek@riscure.com @noopwalfel / a.a.milburn®vu.nl
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