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Todayos agenda

Alntroduction
AFault Injectiobasics
AFault models and attacks

APrevious research:
A From data transfer to arbitrary execution on ARM (AArch32)

ANewresearch:
A Generalizing the attack technique to other architectures
A New techniques, attack simulations and demos

N EVCENEVES



Who are weé

PUL 5= D TwentyTwo

ACristofaroMune ANiek Timmers
AProduct Security Consultant AFreelance Device Security Expert
A Securitytrainer A Securitytrainer
AResearch: Alnterests:
A Fault injection A Secure boot
A TEEs A Fault injection
A White-box Cryptography A Lowlevel software

A Device exploitation A Fuzzing



FAULT INJECTIBASICS



Fault injection
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AwesomeB u t héw can these faults be introduced?



Fault injection techniques

Voltage Clock



Fault injection techniques

Voltage Clock Electromagnetic Laser

What goesnrongbecause of these glitches?



GOOD QUESTIONDIFFICUIANSWER



Fault injection reference model
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Fault models

Alnstruction skipping
AE.g. bypassing a check by not executirayiticalinstruction

AData corruption
AE.g. recovering key by corrupting cryptographic primitives

Alnstruction corruption

AVvery powerful, we will cover this

Just the typlcal

O



Typical fault attacks
@

AB I‘eaking Crypto Wa”ets Glitch in the Matrix: Exploiting Bitcoin

Hardware Wallets by Sergei Volokitin

, a. tang
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A . Slides for my talk on
HaC k|ng Smart phoneS breaking TEEs with energy management
mechanisms are posted.
with PoC codebase

9% LimitedResults
N T
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ABypassing secure boot

Live PoC! Just a bypass Esp32 Secure boot....

Stay tuned, More hack to come ‘&

O Yifan
@yifaniu Follow

Attacking Hardware AES with DFA

ARecovering keys from crypto engines




WE HAVE ATTACKS UP GBLEEVAS WELLU



Arbitrary execution using fault injection

Controlling PC on ARM using Fault Injection

Niek Timmers Albert Spruyt Marc Witteman
Riscure — Security Lab Riscure — Security Lab Riscure — Security Lab

AOne of the first examples wheiastruction corruptiésdescribed

Alntroduces powerful attack: Réntrol on AArch32



Instruction corruption

AGlitches are used to corrupt instructions

x0, x1, x3 =10001011000000110000000000100000

A SI ngle bltcorru ptlons X0, x1, x2 =100010110000001 00000000000100000

X0, [sp, #32] = 11111001010000000001001111100000

A M u |t| bltcorru ptlons x0,[ x0,#32]=111110010 00000000001000000000000

AMost chips are affected by this fault model
AWhi ch Dbits can be controlled, and I

AAs software is modified; arsoftware security modbleaks

We deci ded t o use thi s t



TURNING DATA TRANSFERSARBDIRARY EXECUTIO



Data transfers are a great target

AAIl devicedransfer data esM RF

AFrom memory to memory

AUsingexternalinterfaces

Transferring data fsndamentdbr devices!



Fault injection targememcpy

Al tedes/where

AParameters are typically checketbét srcand n)

AData itself oftemotconsidered security critical

Letiséta s a Fault | nj ect



Attack description

00000000 <memcpy>:
0: €92d0070 push {r4, r5, r6}

00000004 <loop>:
4: e8b18078 Idm rl!, {r3,r4,r5, 16
8. e8a00078 stm rO!, {r3, r4, r5, r6}
c: e2522020 subs r2,r2, #32
10: aafffffb bge 4 <ldmloop>

14. e8bd0070 pop {r4,r5, r6}
18: el2fffle bx Ir

Control flow islirectlyhijackedusing an 1 bit fault!



Attack summary

ACorrupt instruction

AModify load instruction operandseGtination register

ADirectly addressable PCsst to attacker controlled value



We used this technique for different attacks

AEscalating privileges from user to kernel in Linux
A ROOting the Unexploitable using Hardware Fault Injectid@lu@Hat17

ABypassing encrypted secure boot
A Hardening Secure Boot on Embedded Devices @ Blue Hat IL 2019

ATaking control of an AUTOSAR based ECU
A Attacking AUTOSAR using Software and Hardware Attacksc@USA 2019



https://www.slideshare.net/MSbluehat/kernelfault-r00ting-the-unexploitable-using-hardware-fault-injection
https://www.slideshare.net/CristofaroMune/blue-hat-il-2019-hardening-secure-boot-on-embedded-devices-for-hostile-environments
https://pure.tugraz.at/ws/portalfiles/portal/23511745/Attacking_AUTOSAR_using_Software_and_Hardware_Attacks.pdf

NICE! B U T AARCH3SPECIFIC!



Our new research

AGeneralize turningata transfergnto code execution using FI

Aldentify techniques that apply to all architectures (e.g. ARMv8)



We focus one

ASoftware that transfers attacker controlled data

Alnstructionthat affect control flow:
AJumps (JMP, JX, etc.)
AcCalls (BL, CALL, etc.)
AReturns (RET, etc.)

AException returns (ERET, etc.)
Aé

Present in adlrchitectureand systems!



TECHNIQUE 42:
EPI LOREBOE CORRUPTI ON



TheRETnstruction

AWe are talking here abouRE®n ARMvS

[31 30 29 28|27 26 25 24|23 22 21 20[19 18 17 16|15 14 13 12|11 1§

Alt has the following eNncOd Iy samommmsmen e s oo oo o ¢ m—cwm—r s

Alnterestingly, thRETnstruction can encode any regiskér o x30)

How do we attack?



Real world example

ALet s have aBil otIBCyescpy Googl e
AOptimizedmemcpywses different code based tength

memcpy:

ACopying 16 bytes executdke following code: [Ermiiaiete

8:f100405f cmp  x2, #0x10

ASource data resides ¥ and x7 mc:54000229 bls 50 <memcpy+0x50
] . 50:f100205f cmp  x2, #0x8
ASource data is not wiped befoRET 54:540000€3 b.cc 70 <memcpy+0x70>

58:f9400026 I|dr X6, [x1]
5¢:f85f8087 Idur X7, [x4,# -8]

AGlitchRETNtoRET x@®r RET x7 POV o ccoooesr 6 b

S¢7rTM 64:f81f80a7 stur  x7,[x5,# -8]
84l 68:d65f03c0 ret

Wh at ki1 nd of



Fault injection simulator

AManually applying fault models is tedious; we need automation

— .

AWe assume various faults at the instruction level
ABit flips: 1, 2, 3 and 4Rlip{x)
ABits to zero: 1, 2, 3 and B{Zdx})
ABytes to zero: 1, 2, and BYZ€x})

Important: actual faults ir@altargetmay be different!



Fault injection attack simulation

AThe following faults chan@RETntoRET x®r RET x7

PC is setto 4141414141414141 when at 00000908 c0035fd6 is set to c0005fd6 (Flip2) 'ret 'issetto retx6
PC is set t0 4141414141414141 when at 00000908 c0035fd6 is set to cO005fd6 (ByZel) 'ret ' is set to 'ret x6'
PC is set t0 4141414141414141 when at 00000908 c0035fd6 is set to cO005fd6 (BiZe4) 'ret ' is set to 'ret x6'
PC is set t0 4141414141414141 when at 00000908 c0035fd6 is set to cO005fd6 (BiZe2) 'ret ' is set to 'ret x6'

o# EO OAO O memesmtshshmthtshshts xEAT A0 daddadydsn Addktecls A£Az EO OA

attack result offset Binlns Binlns FM Ins

Alnterestingly, the simulator also finds faults we did not think of:

PC is set to 4141414141414141 when at 000008f8 260040f9 is set to 3e0040f9 (Flip2) "Idr  x6, [x1] ‘is setto "Idr  x30, [x1]

The simulator seems to be effective!



Observations

AAttack simulation helpgentifyinginteresting faults

AAssuming corrupting a single bit is easilertihooddepends upon:
Ainstruction encoding
Aoperands/registers that are used (by compiler and/or developer)

ADifferent type of faults can be used for successful attacks

L eéxplares o me ot her aven



TECHNIQUE 66:
&ALL/IJMP INSTRUCT®EONCORRUPTI ON



CALL/JMP Instructions

AAIl architectures have variants of CALL/IJMP instructions

AWe are interested in the variant that usesegisteras anoperand

AARMvV7: bx rO
AARMvVS: blr x0

AMIPS: jr$a0
AXtensa callx0 a4
Aé

Used e.g. to call functions and function pointers!



Attack example

ASimple command handler implemented usfogetion pointer

ATheargumentsre under control of the attackers

typedef struct Command {
unsigned int  cmdid;
int(*function)( size t
} Command,;

argl, size_t arg2, size t arg3);

typedef struct
unsigned int
} Commandin

CommandIn{

cmdid; size_t argl; size t arg2; size t arg3;

const struct Command commands[] ={ ... };
int command_loo[) {

while(commands[ i ]. cmdid !=0) {
if(commands[ i]. cmdid == cmd >cmdid) {
ret = (*commands|[ i ].function)( cmd >argl,

}

i ++;

}

cmd >arg2,

cmd >arg3);

0000000000000010 <command_loop>:
10: a9be7bfd stp %29, x30, [
14: 52800400 mov wO, #0x20
18: 910003fd mov  x29, sp
1c: a90153f3 stp  x19,x20,[ sp, #16]
20: 94000000 bl 0 <malloc_s >
24: 90000013 adrp x19, 0 <f1>
28: 91000273 add x19, x19, #0x0
2c: aa0003f4 mov  x20, x0

<cut>
54: b9400282 Idr
58: 6b01005f cmp
5c: 540000cl b.ne
60: f9400263 Idr
64: a9408680 Idp  x0, x1, [x20, #8]

68: f9400e82 ldr X2, [x20, #24 ]

6c: d63f0060 bir X3

70: 93407c¢00  sxtw x0, wO

74: 91004273 add x19, x19, #0x10

78: 17fffff2 b 40 <command_loop+0x30>

sp, # -32]!

w2, [x20]

w2, wl

74 <command_loop+0x64>
X3, [x19]



Attack example

AThefunction calis performed using Blr instruction
AT h e

typedef struct Command { 0000000000000010 <command_loop>:
unsigned int  cmdid; 10: a9be7bfd stp %29, x30, [
int(*function)( size t argl, size_t arg2, size t arg3); 14: 52800400 mov w0, #0x20
} Command,; 18: 910003fd Xx29, sp
1c: a90153f3 x19, x20,[ sp, #16]

attacker 0s3intpwOaxlLork2s t o chang

sp, # -32]!

typedef struct
unsigned int
} Commandin

CommandIn{

cmdid; size_t argl; size t arg2; size t arg3;

const struct Command commands[] ={ ... };
int command_loo[) {

while(commands[ i ]. cmdid !=0) {
if(commands[ i]. cmdid == cmd >cmdid) {
ret = (*commands|[ i ].function)( cmd >argl,

}

i ++;

}

cmd >arg2,

cmd >arg3);

20:
24:
28:
2cC:
<cut>
54.
58:
5c:
60:
64:
68:
6cC:
70:
74
78:

94000000
90000013
91000273
aa0003f4

9400282
6b01005f

540000c1
f9400263

a9408680
f9400e82

d63f0060

93407c00
91004273
17fffff2

0 <malloc_s >
x19, 0 <f1>
x19, x19, #0x0
x20, x0

w2, [x20]

w2, wl

74 <command_loop+0x64>
X3, [x19]

X0, x1, [x20, #8]

X2, [x20, #24]

X0 // or x1 or x2

x0, w0

x19, x19, #0x10

40 <command_loop+0x30>




Fault injection attack simulation

The following faults corrupt x3 to blr x0, blr x1 or blr x2:

PC is setto 4141414141414141 when at 00000620 60003fd6 is set to 40003fd6 (Flipl) ' x3'issetto’
PCis sett0 4141414141414141 when at 00000620 60003fd6 is set to 20003fd6 (Flipl) ' x3'issetto’
PC is setto0 4141414141414141 when at 00000620 60003fd6 is set to 00003fd6 (Flip2) ' x3'issetto’
PC is setto 4141414141414141 when at 00000620 60003fd6 is set to 40003fd6 (BiZel) ' x3'issetto’
PC is setto 4141414141414141 when at 00000620 60003fd6 is set to 20003fd6 (BiZel) ' x3'issetto’
PC is setto 4141414141414141 when at 00000620 60003fd6 is set to 40003fd6 (BiZe2) ' x3'issetto’
PC is sett0 4141414141414141 when at 00000620 60003fd6 is set to 20003fd6 (BiZe2) ' x3'issetto’
PC is setto 4141414141414141 when at 00000620 60003fd6 is set to 00003fd6 (BiZe2) ' x3'issetto’
... <cut BizZe3 out>

PC is sett0 4141414141414141 when at 00000620 60003fd6 is set to 40003fd6 (BiZe4) ' x3'issetto’
PC is setto 4141414141414141 when at 00000620 60003fd6 is set to 20003fd6 (BiZe4) ' x3'issetto’
PC is sett0 4141414141414141 when at 00000620 60003fd6 is set to 00003fd6 (BiZe4) ' x3'issetto’
PC is setto 4141414141414141 when at 00000620 60003fd6 is set to 00003fd6 (ByZel) ' x3'issetto’
PC is sett0 4141414141414141 when at 00000620 60003fd6 is set to 00003fd6 (ByZe2) ' x3'issetto’
PC is sett0 4141414141414141 when at 00000620 60003fd6 is set to 20003fd6 (Flipl) ' x3'issetto’
PC is sett0 4141414141414141 when at 00000620 60003fd6 is set to 40003fd6 (Flipl) ' x3'issetto’
PC is sett0 4141414141414141 when at 00000620 60003fd6 is set to 00003fd6 (Flip2) ' x3'issetto’

Different faults yielfall PC control!



FAULT INJECTIONNTERMEZZO



De mo CALE/IMB

A Our goal is to jump to an arbitrary location

A Xtensd_X6

A Program counter is not directly addressable
A Function pointers implemented usilix8

A Test program:
A Load address ohorma() in registen?
A Load address opwn() in all other registers
A Likelihood increased by usingallx8 sled

A Corrupt callx8 to use a different register

Test Is successful winerf) gets executed!

corrupt Xtensh o n

asm volatile (

"movi a2, 0x400d1dcO;"
2movi a3, 0x400d1dc0;"
<cut init of registers>
"movi al4, 0x400d1dcO;"
"movi alb, 0x400d1dcO;"
"movi a7, 0x400d1da8;"

"callx8 a7:"
2AAI 1l @R
2AAIl @7

AW Ky
AWKy

I pwn() address
1l pwn() address

1l pwn() address
1l pwn() address
/l normal() address

<cut 10,000 callx8 instructions>

"callx8 a7:"
"callx8 a7:"
vy AAl 1 @R

)

AW KES

E



Demo summary

Using a glitch, we corruptealix8 s operand t o use a

Total: 630 illegal ins: 114 [18.10%] expected: 299 [47.46%] core panic: 29 [4.60%]|PC _control: 34 [5.40%]|PC _dirty control: 4 [0.63%] mute: 1 [0.16%]
Total: 631 illegal_ins: 114 [18.07%] expected: 300 [47.54%] core_panic: 29 [4.60%]|PC_control: 34 [5.39%]|PC_dirty_control: 4 [0.63%] mute: 1 [0.16%]
Total: 632 illegal _1ins: 115 [18.20%] expected: 300 [47.47%] core panic: 29 [4.59%]|PC control: 34 [5.38%]|PC _dirty control: 4 [0.63%] mute: 1 [0.16%]
Total: 634 illegal_ins: 115 [18.14%] expected: 301 [47.48%] core_panic: 29 [4.57%]|PC_control: 34 [5.36%]|PC_dirty_control: 4 [0.63%] mute: 1 [0.16%]
Total: 635 illegal ins: 115 [18.11%] expected: 302 [47.56%] core panic: 29 [4.57%]|PC control: 34 [5.35%]|PC dirty control: 4 [0.63%] mute: 1 [8.16%]
lotal: 636 illegal_ins: 116 [18.24%] expected: 302 [47.48%] core_panic: 29 [4.56%]|PC_control: 34 [5.35%]|PC_dirty_control: 4 [0.63%] mute: 1 [0.16%]

ASuccess rates:
A Success per experiment; ~5%
A Time per success: a few minutes

This demonstrate€control Is possible!



Observations

AControl flow redirected to arbitrary locations

ACode construct not realistic but sufficienP&Z(J )

AAn attacker would need to corrupt a specific instruction:

AFeasibilitd e pends on | ots of wvariable | il



TECHNIQUE 43:
EPI L OBEHSTER RESTOREORRUPT I ON



Leftoverdata In registers

ATypicalsoftware does not wipe registers after being used

AAttacker controlled data may persist between callerscalldes

AlLeftoverdatac an be very useful for at



Attack example

AExtracted from a modern mobil e

AAttacker controlled data is copied to internal memory

BL memcpy_s

CMP XO, #8

STR XZR, [SP, #0x30,+var_28]

LDR X8, [SP, #0x30,+var_28]

CBzZ X8, loc_622C97C BL memcpy LDR W10, [x8],# -4
MOV W1, #1 MOV X0, X19 STR W10, [x9],# -4
MOV X0, X20 LDP X29, X30, [SP, #0x10] SUBS X2, X2, #4

MOV X2, X19 LDP X20, X19, [SP], #0x20 B.NE loc_6219B38

SUB SP, X29, #0x20 RET RET

LDP X29, X30, [SP, #0x20+var_s0] ; End of function memcpy_s ; End of function memcpy
LDP X20, X19, [SP, #0x20+var_10]

LDP X22, X21, [SP, #0x20+var_20]

RET

; End of function calling memcpy_s

Where do we attack?



Attack example

AAlways focus on the attacker controlled data

AAttacker controlled data (x10) it clobberedoy calleeor callers

BL memcpy_sS

CMP XO, #8

STR XZR, [SP, #0x30,+var_28]

LDR X8, [SP, #0x30,+var_28]

CBzZ X8, loc_622C97C BL memcpy LDR W10, [x8],# -4
MOV W1, #1 MOV X0, X19 STR W10, [x9],# -4
MOV X0, X20 LDP X29, X30, [SP, #0x10] SUBS X2, X2, #4

MOV X2, X19 LDP X20, X19, [SP], #0x20 B.NE loc_6219B38

SUB SP, X29, #0x20 RET RET

LDP X29, X30, [SP, #0x20+var_s0] ; End of function memcpy_s ; End of function memcpy
LDP X20, X19, [SP, #0x20+var_10]

LDP X22, X21, [SP, #0x20+var_20]

RET

; End of function calling memcpy_s



Attack example

ACorruptLDPto setX29 and X30 with attacker controlled data
ASetX30to any function epilogue whex9is used to restor8P

BL memcpy_sS

CMP XO, #8

STR XZR, [SP, #0x30,+var_28]

LDR X8, [SP, #0x30,+var_28]

CBzZ X8, loc_622C97C BL memcpy LDR W10, [x8],# -4
MOV W1, #1 MOV X0, X19 STR W10, [x9],# -4
MOV X0, X20 LDP X29, X30, [SP, #0x10] SUBS X2, X2, #4

MOV X2, X19 LDP X20, X19, [SP], #0x20 B.NE loc_6219B38

SUB SP, X29, #0x20 RET RET

LDP X29, X30, [SP, #0x20+var_s0] ; End of function memcpy_s ; End of function memcpy
LDP X20, X19, [SP, #0x20+var_10]

LDP X22, X21, [SP, #0x20+var_20]

RET

; End of function calling memcpy_s

Now we contrd?CandSFe



Attack simulation

AThe following faultsorruptldp x29, x30, [sp #0x10] to usex10:

AOur assumed fault modél sé do no
ANo pattern for changin§P(X31) intoX10

AAttacks may still be possible in real targets, when:

ALeftover data in different registers
ADifferent fault models apply



Let 0s siI mul ate 1 té

Whatif leftoverdata isin other registers thath0?

x29 and x30 set when at 00000690 fd7b41a9 is fd7841a9 (BiZe2) : , #0x10]' >>" , X7, #0x10]'

x29 and x30 set when at 00000690 fd7b41a9 is fd7941a9 (BiZel) : , #0x10]' >>" , x15, #0x10]'
x29 and x30 set when at 00000690 fd7b41a9 is fd7a41a9 (BiZel) ' : , #0x10]' >>" , x23, #0x10]'
x29 and x30 set when at 00000690 fd7b41a9 is 3d7b41a9 (BiZe2)' : , #0x10]' >>" , x25, #0x10]'

x29 and x30 set when at 00000690 fd7b41a9 is 7d7b41a9 (BiZel) ' : , #0x10]' >>" , x27, #0x10]'
x29 and x30 set when at 00000690 fd7b41a9 is 9d7b41a9 (BiZe2)' : , #0x10]' >>" , x28, #0x10]'
x29 and x30 set when at 00000690 fd7b41a9 is bd7b41a9 (BiZel) ' : , #0x10]' >>" , x29, #0x10]'

Success may depend on which registers are used!



Attack summary

AUsing a single bit fault we contsd9, x30, SPand PC

ABut only if Il eftover data is in the

APerfect start for doing things like Ret@mentedProgramming (ROP)

AVery powerfubwhens uccessf ul é



TECHNIQUE 67:
®OINTER REGISSERCORRUPT | ON



Attack example

ARemember our simple command handler?

AWi t h the arguments under contro

typedef struct Command { 0000000000000010 <command_loop>:
unsigned int  cmdid; 10: a9be7bfd stp  x29,x30,[ sp,# -32]
int(*function)( size t argl, size_t arg2, size t arg3); 14: 52800400 mov w0, #0x20
} Command,; 18: 910003fd mov  x29, sp
1c: a90153f3 stp  x19,x20,[ sp, #16]
typedef struct Commandin{ 20: 94000000 bl 0 <malloc_s >
unsigned int  cmdid; size_t argl; size t arg2; size t arg3; 24: 90000013 adrp x19, 0 <f1>
} Commandin 28: 91000273 add x19, x19, #0x0
2c: aa0003f4 mov  x20, x0
const struct Command commands[] ={... }; <cut>
54: b9400282 Idr w2, [x20]
int command_loo[) { 58: 6b01005f cmp w2,wl
5c: 540000cl b.ne 74 <command_loop+0x64>
while(commands[ i ]. cmdid '=0) { 60: 9400263 Idr X3, [x19]
if(commands[ i]. cmdid == cmd >cmdid) { 64: a9408680 Idp  xO, x1, [x20, #8]
ret = (*commands[ i ].function)( cmd >argl, cmd >arg2, cmd >arg3); 68: f9400e82 ldr X2, [x20, #24 ]
} 6c: d63f0060  blr  x3
| ++; 70: 93407¢c00  sxtw x0, w0
} 74: 91004273 add x19, x19, #0x10
78: 17fffff2 b 40 <command_loop+0x30>




