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The Hidden Threat:
Breaking into Connected Devices for Infrastr
Compromise

Cristofaro Mune
cristofaro@raelize.com
@pulsoid
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Introduction



Me
Cristofaro Mune e | =

A CoFounder at Raelize; Security Researcher A Based in The Netherlands. SpecializeDdnice Security

A 20+ years in security A Security testing, Consultancy and Training

A 15+ years analyzing the security of complex systems and A Low level software, hardware security:
devices A Secure Boot, TEE, Fault inje:

Hardware Software

Ourresearchhttps://raelize.com/blog



https://raelize.com/blog

Goals

ADiscussecurityof modern devices

ADemonstrate how D e VAREerdpoints
AShowthreatsthey may introduce

AAssesBnpact Enterpriseand Critical infrastructures
ACheck effectiveness of establishi€decuritpractices

AShareinsightfrom product securit{o reduce risks and exposure

Raiseawareness



Agenda

ACurrentT securitgtatuss A Devicesecurity

ASetting our scenarios:
A Enterpriseand Critical infrastructures

AAttack gallery. A sequel of (live) demos to:
A Demonstratdevicebased attacks

A Provide opportunity foreflection
A Prevention, Detection, Mitigation, Response

AHint tonextgenerationattacks

ARecommendatioand closing considerations



A (very) quick dive Iin IT security.



A few notable events

AMorris worn(1988):

A Computer security becomes a topic

ATCP Wrappeby WietseVenemg1992)
AThe first ofirewall 6. Network security cor

AAlephOned0 Smashing the st@®® for fun and

A First (publicly known) writgp of stack overflow exploitation. Exploitation becomes pubilic.

AWindowsbased wormsGode Re¢gNimdg ¢ ) (2001) :
A We discover ecosystel@vel impacts of vulnerabilities

ASecuritymarkeda s promwmr i tydé at Microsoft (20
A Paves the way for some software security practices



https://en.wikipedia.org/wiki/Morris_worm
https://www.usenix.org/legacy/publications/library/proceedings/sec92/full_papers/venema.pdf
http://phrack.org/issues/49/14.html
https://en.wikipedia.org/wiki/Code_Red_(computer_worm)
https://en.wikipedia.org/wiki/Nimda
https://www.wired.com/2002/01/bill-gates-trustworthy-computing/

IT Security: Nowadays

AFocuses msoftware

AMostly evolved in the context®fEnt er pri se Secur |

A Development: A soc A Network segregation PATCH, PATCH, PATCHI!
A SecuresDLC A SIEM, A Privilege reduction A Context dependent
A A_ I?efenselndepth A WAF A Sandboxing actionsé
Testing: A EDRI/XDR, A Virtualization
A PT, VA A6 A é
Red/Blue/Purple
teaming
A ¢



Endpoi ntséand peri m

Router(si

SEES |

&) &
--

Switches




Wh at about

(MeshWi-FI
Access Points

Powerline
controllers PLCs

Webcams

Biometric/badge
readers Access control
systems
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Somet
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Sourcewww.americasquarterly.org

OHARDWARE
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https://www.americasquarterly.org/article/how-latin-americas-governments-compare-on-anti-piracy/

We call thendevices
And they arecomplex
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ces have soft we

HD DVD Playerfon XBox

Mozilla Core \

MySQL

A II“IIIIII IIII /
Often found in devices Linux3.1

Car software

Mouse*

Sourcewww.visualcapitalist.com
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http://www.visualcapitalist.com/

Wel | é

Cristofaro Mune @pulsoid - 10 Nov 15 :
‘ We also need to stop calling hardware what
is not hardware. twitter.com/
blackswanburst...

Cristofaro Mune @pulsoid - 02 Nov 17
Please, just stop calling "hardware" any
device that is not a PC.

@ O1d bitshifter @blacksw.. - 09 Nov 15

"We trust hardware implicitly and need to
stop." - @securelyfitz

1) It's utterly confusing

2) There's insane amount of SW running on
Cristofaro Mune @pulsoid - 04 Feb 19 i them

Replying to @iamcorso
Good one.

Although that hardware may still contains
millions of software LoC.

/glances to a router's binary open in IDA

14



Devices have power f ul

Qualcomm Snapdragon 810 (2015)

15



Whoowm® a devi ceé

Q John McAfee

| am CEO of BitF




Actuall ye

Accelerometer

Bosch & Ivensense

Baseband Processor

Qualcomm

Batteries

Samsung & Shenzhen Desay Battery
Technology

Chips
Cirus Logic, Samsung, TSMC, MicroSemi,
Broadcom & NXP

DRAM
TSMC & SK Hynics
eCompass
Alps Electric

*from capitalistlad.wordpress.org



Example: Apple suppliers 2018

Where Apple suppliers
are headquartered
(number ofcompames) -

Smgapore 5_ Saudl Arab|a1 2 e

Hong Kong
South Korea

EU
SW|tzer|and
UK

‘China— 27 200

Japan
U. S ,
Source Apples list ofsupp//ers for 2078 i




Who ownsa device?

Q John McAfee

lts mM¥vallet. | am CEO of BitFi




How do we purchase them?

/ Generic \
\ Price Features j
/Security A
\ J

20



Il n summary. Devi ceseé

ACan rely on a large amount of software
ACan have powerful hardware
AAre the result of a wide ecosystem effort

AAre often purchased with little or no security criteria

What can gowrond?

21
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L e todswder two scenarios

| infrastructure

ICa

Cri
Attacker ims' td.hfrastructure control

Corporate
Attacker aims toconfidential data




Our otoyd exampl e

Attacker

Internet

192.168.2.70

WAN: 192.168.2.1
(VPN service)

Cisco RV340 [irpreeeeassg old A Soint
. SO : Access Poin .
(NAT + Firewall) AL AL ,\1 W " Modern mobile phone
LAN: 192.168.1.1 5
192.168.1.200 )
Win 10

192.168.1.100 ”



Our attacks

AWill be ALLdevicebased

AALL using opublicvulnerabilities

AWill encompass multiple stages

LIVEDemosk

25



Entering the front door

26



Cisco RV340

ASOHO router from Cisco
ATarget atPWN20WN 2021 xm—

ACPU: ARMVA( 32 hit)
AByte O0sexo06: Little Endi an

AConfigured to provide VPN services
over WAN (TCP 8443)

27


https://www.zerodayinitiative.com/blog/2021/8/11/pwn2own-austin-2021-phones-printers-nas-and-more

Our attack

ACVE IDCVE2022-20699

ACredits: Flashback Team at Pwn20wn
AVulnerability in th&SL VPN serveode
AAllows forRCEasroot over theWAN interface.
APatch released¥es February 2, 2022

AExploitcode released and already present in Metasploit

Let 0s see 1t

28
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Comprimisinfom WAN

Attacker

Internet

WAN: 192.168.2.1
(VPN service)

Cisco RV340 [E S - . 1 old A Point
. " - 3 ACCEeSS FoIn .
(NAT + Firewall) == ,\1 W " Modern mobile phone
LAN: 192.168.1.1 5
192.168.1.200 )
Win 10

192.168.1.100 -



Demo
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Observations

AHow would youletectsuch an attack?

AVPN service is authorizéd connections are legit
AService is encrypted
AUsually no EDR agent sé

AAny idea formitigatior?
AWhat aboutrespons@

AFix is available.

PATCH, PATCH, PATCH!

31



Actuallye | have ques

ADo youknow:

Ahow manydevicesare present in your organization?
AManufacturer, model arfitmware versiorss

ADo you follow deviceelated securityulletingandresearc)?

AHow do you know that youé

Have to patch?

32



Summary

ADevices may be a way into your infrastructure.

Alt may be quite hard to detect a compromise

AProtecting devices require establistpnacesses

A Similarly to what we have for other assets and endpoints.

Devices arendpointdo0

33



Jumping over security boundaries

34



Insecure devices

Aé may al ways be present

ADevices often selected finmctionalitiegi.e. it just works!)

ATheir security status may easilyayerlooked

AUnless a process is in place.

AScenario:

AOne old Access Point is used to temporarily extend coverage.

35



Linksys WAP54gv3

A Old but once common (~2010)

A Several vulnerabilities published:
A Only one got CVE assigned
A Fix availability? Unknown.

A CPU: MIPS @ 20Blhz(Broadcom SoC
BCM5352)

AByte O0sexd6: Little

A Very little memory (flash and DDR) and
tooling on device

Endi an

36



Vulnerabllity overview

ACVE IDCVE2010-1573 + No CVE assigned vuln (stack overflow)
ACredits:]

AVulnerability in thédTTP serveode. Allows for browser pivoting!
ARCE as roaver theEtherneinterface.

Al nterface not reachabl e from WA

We can bounce off a connected device!

37


https://www.cvedetails.com/cve/CVE-2010-1573/

Browser pivoting on Mobile Phone

Attacker

URL resolver

4
Request malicious web page ‘D
3

-
Reverse root she

Twitter DM
with shortened URI

Internet

1
Regeive URL
2
5 N Resojve URL

Serve malicious web pagds_ - PB%¢

ﬂ

Linkﬁys WA

| Mobile phone

192.168.1.200 6
Exploit

192.168.1.x

38



Demo
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Observations

AHow would youletectsuch an attack?
A All pages can be served over HTTPs
A MobileA AP connection not monitored

AMitigation:Why is an Access Point allowed to freely access the Internet?
A Network segregation and firewall policies

AResponge

PATCH, PATCH, PAEé

40



Sorrye

ANo fix available.
ADevice is Endf-Life Eol)y.

AThe device will be vulnerablerever

AOn | vy

response possi bl e

Throwt away!

)

é

41



Endof-Life Eol).

AEoLcondition pose serious threats:
A Security vulnerabilitiesannotbe resolved

AOften planned ahead in IT security
A Devices: ??7?
A
“Particularly relevant foCritical Infrastructures

A Expectedifetimemay reach 30 years.
A Can you patch in 10 years after purchase?

42



Also an Ecosystem threat

AAttackers are actually usifpldevices

AExample: see ouesearctere on DSR640-B

Al4k+ DSE2640B reachable over the Intern&FTER 6 years EOL
AShodan only reported2

AEoLA Exploits with @uaranteedinfinite lifetime

AActively exploited and part of a botnet
AAggregated upstream bandwidtk49Gbps:

43


https://raelize.com/upload/research/2020/2020_Nullcon_PwdLess-Exploitation-Tales-from-RouterLand_CM.pdf

Preventio®

APossible aprocuremenphase

AAskguestionsn security support:
A Duration of technical and security support
A Communication of vulnerabilities/Security Advisories
A Average time to patch
A Internal security team

A Make it part of your Vendor Selection procAsaVill create market
pressure

You arepurchasingecurity(Not only a device)

44



Do you protecEROMdevice8

45



| ateral movemenbetweendevices

46



Cisco RV340: LAN side vulns

AStill fromPWN20WN 2021

A CVE2022-20705, CVE2022- e
AHTTP server auth bypass +
command injection
ACVE2022-20708:

ACommand injection as root (for
authenticated users)

47


https://www.zerodayinitiative.com/blog/2021/8/11/pwn2own-austin-2021-phones-printers-nas-and-more

Attack plan

A Lateral movemertetween Access Point and router:

AWe attack Router LAN interfaceéfrom the
AWe set the Access Point apigot
APush tooling, establish tunnel s, é
A We can now interact with the LAN interface directly
A Chain3 vulnerabilities:
A CVE2022-20705 and CVE2022-20707:
AExecute command as -duantpardi)vi | eged user (O6www
A Inject a fake admin session token
A CVE2022-20708 to run command as root
Let Os see 1|t n

48
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Pivoting on a compromised device

Attacker

Internet —
¥

.168.2.70

49



Demo
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Preventio®

APossible procuremenphase

AAskqguestionsnproduct security
A securitycertification
Aregularsecurity testing
A securitycodereviews

A Secure SDLC practices
Aé

A Make it part of your Vendor Selection procésaVill create market
pressure

You arepurchasingecurity(Not only a device)
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