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Goals

ADiscuss how FI attacks to gaisitrary code execution on devices

ARegardless of CPU architecture
AlIn absence of SW vulnerabilities

AShowhow SWhasedcountermeasurean be entirely bypassed

ADiscustechniques that allow to loosen timi@guirements

Contributgo the field



Agenda

AF(Ipundations

AFEeld systematization
ASW-basedcountermeasures

AAchievindPC controadnd countermeasurbgpass

ALooseninjmerequirements



F{oundations



(PBInception: Natural Phenomena

.k_', ar nergetic Particles
“{Solar Particle Events or
Coronal Mass Ejections)

Alpha decay

Ziegler, Lanfordo Ef f ect s of cosmi c r dMaysWoodsio A lopaiialet rdumedor s e er rc
(1979) (1979)



https://www.science.org/doi/10.1126/science.206.4420.776
https://ieeexplore.ieee.org/document/1479948

First attacksAcademia: Differential Fault Analysis

ABonehDeMillg Liptordo On t he | mportance of
Computations (Extended abstract

ANo paper seems available nowadays

AReferred by aBiharShamir note (1996)
A https://cryptome.org/jya/dfa.htm#Bellcore

ANow Kkn oBellcoreatst @c k 6

A Single fault attack recovers RSA private key on CRT signature


https://cryptome.org/jya/dfa.htm#Bellcore

First attacksHacking: Unlooper

ATarget:Pay-TVSmart Cards

AHacked smart cards were remote disabled

AClock glitching

ARevive hacked smart cards!

AdJump out"™ of an infinite | oop



Traditional attacks

Differential Fault Analysis (break c

rypto)
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Bypass checks

R11, R6, #HOx1006
RO, R8 ; s1

R1, R11 ; s2
strcmp

RO, #6

loc_DA34 N
LDR R6, [R6,R18] R11, R11, #0x20




Secure boot

Flash




OOV, WNPRE
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Fl attack on Secure boot

int load_exec_next_boot stage() {

// Destination addresses in SRAM

uint32 t img_addr
uint32 t sig _addr

0xd000000e0 ;
0xd1000000 ;

// Copy next stage imaga’g::;—::;;h to SRAM

load next_stage img(img_addr);

// Copy signature from Fla
load _next_stage signature(

if (verify signature(img_addr, sig _addr)) { Wg

// Wrong signature. Reset system

reset_SOC();
}

// Signature valid. Exec next stageEEEE:>
e(img_addr);

}

m
sig _addr);

Flash
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Why does it works?

Ad 1 n s tskippiogh i o n

AGlitchassumedids ki p i A sdnditoraihsiructions @re not
executed
AExecution flow ofalls througho

AWidely useddescriptiorin academia and industry:

ADominatedr| attack modeling for 30+ years.

Our first FaulModel

11
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Attack execution

int load_exec_next_boot_stage() {

Adl nstructi on

// Destination addresses in SRAM

uint32_t img_addr = 0xd0000e00; . ..
uint32 t sig addr = 0xd1000000; requires accurateming
// Copy next stage image from Flash to SRAM ASynChronization with target

> . .
load_next_stage img(img_addr); often required

// Copy signature trom Flash to SRAM
load _next stage signature(sig_addr);

if (verify signature(img_addr, sig_addr)) { ACan be executed bllndly

// Wrong signature. Reset system . .
reset_soc(); Ai.e. no assumption on type

} of fault

// Signature valid. Exec next stage code Ao Gl i pray(b] On
exec_stage(img_addr);

12
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Example: ESP32 Secure Boot bypass (1)

\

Pin1 of SPI flash Trigger high

Trigger low

D E F G

We use Flash communicationsfgrchronizatioftriggering)



Example: ESP32 Secure Boot bypass (2)

Pin1 of SPI flash “ﬂl Trigger high

Trigger low

D E F

Glitch injected somewheafier the bootloadelis copied



No control what soeve

S It jJust rrandomnes:¢e
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Sciencef-kEld systematizatian
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Effects of a fault

— Control Flow, A
DataFlow  [LUEXGCURONI
Software
Instructions
oOHar dwar eb |
12]
(&)
2
< LIJ
Logical gates,
— Root Cause

[2018]: YuceSchaumonwitteman
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Control Flow,
Data Flow

Software

Effects of a fault++

[
»

Instructions

OHar dwar

Logical gates,
Memory Cells, Flip Flops

e o
@
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Effects




Fault Model

AA glitch may cause the system to misbehavruitiplemanners
ANot easily predictableéif predictat

AMultiple kind of faults may be generated

ANot all the faults arénterestingand can be used in an attack

AFault model: defines thelevantset of faults

Ai.e. that can be leveraged into axploit
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Fault Models and attacks

Fault Model Attack example
— (o] gl 1(e] I = [0V ANEEEEE————————
Data Flow | Exeauion | =177 instruction Skipping___ - =3 ESP32 Secure Boot bypass

Software

Instructions
oOoHar dwar ebd

| © ®Subsystem | <=~ " " Bit zero-ing/flipping - =3 ESP32 OTP glitching

~

-_‘
i ———— -
] L] ] L] ] L] ] L] ]

Logical gates,
Memory Cells, Flip Flops



https://raelize.com/blog/espressif-systems-esp32-bypassing-sb-using-emfi/

Fault Injection Reference Model (FIRM)

Activate Inject Glitch : Exploit

Modeling an FI attack



More informationhttps://raelize.com/posts/raelizdi-referencemodel/



https://raelize.com/posts/raelize-fi-reference-model/

Key points

A F1 vulnerabilitysensitiveness a Fl technique
A E.G. Target may be vulnerable to EM but not to voltage glitching.

A A FI vulnerability always occurdiardware
A Software only concurs to its exploitability

A The sameulnerabilitymay yield different faults

A Effects of a single fault may fall within multifglelt models

A Different fault models yield differeattacks

23



SWtbased countermeasures
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FI countermeasures overview
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SWtbased countermeasures



Multiple checks

AChecks are performed
multiple times

AAssumption:

AA glitch is required for
everycheck

26



Making synchronization harder

int load exec_next boot stage() {

// Destination addresses in SRAM
uint32 t img _addr = Oxd0000O00;
uint32 t sig _addr Oxd1000000;

// Copy next stage image from Flash to SRAM
load next stage img(img addr);

// Copy signature from Flash to SRAW
load next stage signature(sig addr);

random delay();

if (verify signature(img addr, s5ig addr)) {
reset SOC();

}

random delay();

if (verify signature(img addr; sig addr)) {
reset SOC();

}

random delay();

if (verify signature(img addr, sig addr)) {
reset SOC();

}

random delay();

// Signature valid. Exec next stage code
exec stage(img_addr);

ARandom delays are
Introduced around critical
checks

ALocation in time is not
fixed anymore

AAssumption:

AA glitch must
specific point iime

27
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Observations

ASWtbased countermeasures are widely used inrtth@stryand academia
A Multiple checks and random delays are two prominent examples
A Additional countermeasures available

ACommonly advised and implementeddre&istant targets

AThey reduce attack success rate:
A Multiple glitch required
A Targetsynchronoziatiomore difficult

28



Unt ol d(?) assumpti on

ASWbased counter measuaxesgedr equi r e
AE.g. multiple checks

AAttack is expected to:
At arget specific checks (strong atte

Abe very precise in time for hitting specific instructions:
AE.g. sharp glitches, multiple triggering

Instructioskippingfault model assumed!

A



Wh at | f éwe switch?t o a
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Instruction corruption

31



Instruction corruption

AGlitches may corrupt instructions (examples on ARM32)

ASlngIe o]j(oZo] g gV o] i[oIa IS -ci x0,x1,x3 = 10001011000000110000000000100000
add x0,x1, x2  =10001011000000100000000000100000

A Multi bitcorruptions

|dr X0, [sp, #32] = 11111001010000000001001111100000

str x0,[ x0,#32]=111110010 00000000001000000000000

AMost chips are affected by this fault model
AWhi ch bits can be controll ed, and how,

AAs software is modified; arspftware security modbleaks



Data transfers are a great target

AAIl devicedransfer data esM RF

AFrom memory to memory

AUsingexternalinterfaces

Transferreddatamay be under att



memcpy)

Al tedes/where

ASW security: Parameters are typically checldss({ srcand n)

ATransferred content itselbtconsidered security critical

Letséedas a Fault | nject



Example: USB data transfer

00000000 <memcpy>: Destination reg modified to PC

0: €92d0070 push {r4, r5, r6}

00000004 <loop>:
4. e8b18078 Ildm rl!, {r3,r4, 5, 16 pc} B
8. e8a00078 stm rO!, {r3, r4, r5, r6}
c: e2522020 subs r2,r2, #32
10: aafffffb bge 4 <ldmloop>

] 14. e8bd0070 pop {r4,r5, r6}
Attacker data being transferred 18: el2fffle  bx Ir

PC set to attacker data. Control ftbrectlyhijacked!



Attack summary (ARM32)

ACorrupt instruction

AModify load instruction operandiestination registr

ADirectly addressable PC is set to attacker controlled value



We regul arly use t hi

AEscalating privileges from user to kernel in Linux
A ROOting the Unexploitable using Hardware Fault Injectid@lu@Hat17

ABypassing encrypted secure boot
A Hardening Secure Boot on Embedded Devices @ Blue Hat IL 2019

ATaking control of an AUTOSAR based ECU
A Attacking AUTOSAR using Software and Hardware Attacksc@USA 2019



https://www.slideshare.net/MSbluehat/kernelfault-r00ting-the-unexploitable-using-hardware-fault-injection
https://www.slideshare.net/CristofaroMune/blue-hat-il-2019-hardening-secure-boot-on-embedded-devices-for-hostile-environments
https://pure.tugraz.at/ws/portalfiles/portal/23511745/Attacking_AUTOSAR_using_Software_and_Hardware_Attacks.pdf

Nice! Does it work on other architectares

38



Definitely!

AWe identifiedmultiplevariants and techniques

AYieldarbitrary code execution:
A from controlledlata only
A By corrupting instruction destination registers

A Sufficiently generic to work across multiple architectures

AExamples:
A Corrupting stored PC (in regs) or SP
A Hijacking jump/call (through registers)
A Corruptingcalleesaved regs (across function calls)

More interesting examplesonr research

39


https://raelize.com/upload/research/2019/2019_PoC_Using-Fault-Injection-to-Turn-Data-Transfers-into-Arbitrary-Execution_CM-NT.pdf

Example: ARMVRETnstruction

AUsed for returning from a function call.
AReturn address stored in register (default X30)

[31 30 29 28|27 26 25 24|23 22 21 20/19 18 17 16|15 14 13 12|11 1§

Alt has the following encoding: oo ololi ol T i oe o ol m Tguooo

ARETnstruction can encode any regiskér o x30)



Real world example

AGoogleB i o (LIBEhemcpy
ACopying 16 bytes executes the following code:

memcpy:
0:8b020024 add

A Source data resides ¥ and x7 4:89020005 add

8:f100405f cmp

ASource data is not wiped befoRET ¢:54000229 b Is

50:f100205f cmp

54:540000e3 b.cc
58:f9400026 Idr
5¢:f85f8087 Idur

AGlitchRETnstruction intBET x@r RET X7 [t

L 68:d65f03¢0 ret

AEquivalently glitckir x 6 ,  lérx300 &  7vC

PC hijacked from controlled data

x4, X1, x2
x5, x0, x2
X2, #0x10
50 <memcpy+0x50

X2, #0x8

70 <memcpy+0x70>
X6, [x1]

X7,[x4,# -8

X6, [x0]

X7,[x5,# -8




ol nstruction corruption:t

Aldentify data transfers yooontrol

ASet your transfer payload to a sled pbinters

A Point to your shellcode location

AGlitch durindcANY memcpy
APC control

A stack overfl oweéewi th

42
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Attacking Secure Boot

int load _exec_next boot stage() {

// Destination addresses in SRAM Flash
uint32 t img_addr = Oxd0000000;

uint32 t sig W
// Copy next¥tag ge from Flash to S

load next stage img(img_addr);

// Copy signature from Flash to SRAM
load next stage signature(sig_addr);

random delay();

if (verify signature(img_addr, sig_addr)) {
reset SOC();
I

pointers sled
random delay(); (lmg_adcy

if (verify signature(img_addr, sig_addr)) {

reset SOC();
}

random delay();

if ( i i it (img addr, sig addr)) { y
R bl e A Payload loaded atimg_addr
}

random delay();

A Pointer sled after payload

A Glitch during pointer sled transfer

// Signature valid. Exec next stage code
exec stage(img_addr);

43



SWbased countermeasures bypass

1 ﬁnt load exec next boot stage() {
p

// Destination addresses in SRAM FIaSh
uint32 t img_addr = 0xd00000O0O;
uint32 t sig addr = 0xd1000000;

// Copy ne age from Flash to S
load nex@PPStage img(img_addr);
*img addr();

pointers sled
(img_addyr

A PC value set tong_addr

A Control flow hijacked

A SWbased countermeasunest executed
44



Key points

ASWbased countermeasures completedffective

A Countermeasures code not executed

AThe attack:

Adoes NOT target checks. Is unrelated to checks location (weak locality)
ACan target ANY data transfer before SW checks

AROMcontrol flow hijacked:

Al nstruction O0ski pplevelgatesonl y yi el ds

Very hard to protect against. Applicable to-Fdsistant targets

45



Pinl of SPI flash

4.0

Trigger low ‘

We 1 nject

Trigger high

gl i t ¢ he swhilethe [@ootleades ik hbeingbcapietl. a ¢ k



success

HHESH NN AR S A S0 N N0 ¢ =R a1 L EE = I A E 4NN IHNE SN  ¢4 HARERE L DN NN

* st @xpt[?u Men e—— (L5 @xperithent

P o W, e [? Type Count Percentage

expected 56867 97,04

IimEStelmPE

We achieve a success ratedbsuccessful glitc per minute
wherewe load anarbitrary valueinto the program counter.



