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https://raelize.com/blog

SoC security

* Security features are
becoming increasingly relevant

* Also present on low-cost SoCs

* OEM use cases (examples):
* Sensitive /critical devices
* Device-based services

* |P protection

ESP32-S2 SoC

32-bit MCU & 2.4 GHz Wi-Fi Q E S P R E S S I F
Common Specifications

» High-performance 240 MHz single-core CPU

+ Ultra-low-power performance: fine-grained clocl SAM L1 0“_11 Famll

» Security features: eFuee flash encrftlon sec M
+ Peripherals include 43 GPIOs, 1 full-speed USE  Ultra Low-Power, 32-bit Cortex-M23 MCUs with TrustZone,

interface, ADC, DAC, touch sensor, temperatur Crypto, and Enhanced PTC

« Availahility of common cloud connectivity agent
Features

13. SAM L11 Security Features

ARM TrustZone Technology for ARMv8-M..}.......
.3 CryptoAc celeration..............

True Random Number Generato rtTPNGJ

Secure Boot.............i

Secure Pin Multiplexing on

on embedded
Sitara™ processors

l Secure Boot on i.MX 8Jand i.MX 8X Families using AHAB

ev. 0 — May 2019 Application Note
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Fault Injection (Fl)

Concept now familiar to security
researchers

More accessible tooling:

* Hi NewAE!

Advanced techniques presented at
public security conferences:

* Hi hardwear.io!

Still missing (but improving!):
* Field systematization

* Integration of security, academia,
industry approach/results

ChipSHOUTER-PicoEMP



https://www.newae.com/
http://hardwear.io/
https://github.com/newaetech/chipshouter-picoemp

Goals

* Show how SoC security depends on OTP data

* Present advanced Fl attacks targeting OTP data transfers

* Share our results (EMFI on ESP32):

* Be patient! ©

* Discuss possible countermeasures

Contribute to the field



Context.



In 2019, we...

* Presented Secure Boot talk at
BlueHat IL (Feb 2019)

* Bypassed encrypted secure boot

* We love live demos!

* Described an Fl attack targeting OTP

transfers:

* Generic. Not specific to a SoC.


https://raelize.com/upload/research/2019/2019_BlueHat-IL_Hardening-Secure-Boot-on-Embedded-Devices-for-Hostile-Environments_NT-AS-CM.pdf

ESP32

* Popular loT system-on-chip (SoC)
¢ 32-bit Xtensa LX6 CPU

@liccsoeesonnc

* |nternal and external memories

-
GND 623 522 TXD RXD 621 GND G1S 618 65 G617 Glé

' AESS888SS880888R ,
* Many peripherals and other interfaces 13
, ESP32-WROOM-32 E'g"‘
* Hardware-backed security features: | c €z:mm. § 0

e Secure Boot YT Y

ENE N3 dS NS ¥E£9 GED ZED £E9 GZ9 929 229 »

COOCLLOEVLVOEBLE

* Flash Encryption
* JTAG disable

Lots of interest!



First Fl public attacks

* Limited Results performed multiple Fl attacks towards ESP32
* VCC glitching

* Targeted AES Crypto core (driver)

* Secure Boot bypass

* Dump of OTP protected keys:
* Secure Boot and Flash Encryption keys

* Targeted OTP data transfer
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https://limitedresults.com/2019/08/pwn-the-esp32-crypto-core/
https://limitedresults.com/2019/09/pwn-the-esp32-secure-boot/
https://limitedresults.com/2019/11/pwn-the-esp32-forever-flash-encryption-and-sec-boot-keys-extraction/

Our Fl attacks (2020)

* Performed with EM FI

* Secure Boot bypass:

* Achieved PC control with Fl (via instruction modification)

* Flash Encryption bypass

* Secure Boot + Flash Encryption bypass:

* Leveraged SRAM data persistence + PC control with Fl (via instruction modification)
* Single glitch attack

* No knowledge of encryption key required
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https://raelize.com/blog/espressif-systems-esp32-controlling-pc-during-sb/
https://raelize.com/blog/espressif-systems-esp32-bypassing-flash-encryption/
https://raelize.com/blog/espressif-esp32-bypassing-encrypted-secure-boot-cve-2020-13629/

One Time Programmable (OTP) Memory.
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OTP: Memory Cell

* Bits can be set only once and cannot revert

* Physical modification of the cell

* No observable difference after
programming with secure variants

* E.g. antifuse

* Typically:

* A programmed cell represents a ‘1’

* OTP contains data (e.g. COnﬁgUI'CIﬁOn) or secrefts Programmed Efus (Source)

(e.g. keys)

Programmed poly antifuse (Source)


https://semiengineering.com/the-benefits-of-antifuse-otp/
https://archive.eettaiwan.com/www.eettaiwan.com/emag/1302_15_DC.html
https://semiengineering.com/the-benefits-of-antifuse-otp/

OTP: Cell Array

Process: Silterra110nm 1.5V/3.3V Ultra
Low Leakage Logic Process

Density: 16Kx32bits
Bit Program Operation

32bits Read Operation

Operation Temperature: -40°C ~ 125°C

IP Size: 1340um * 670um

Example of OTP Cell Array organization (Source)
14


http://slideplayer.com/slide/17546790/

OTP: Memory organization

* Typically divided in regions

* Single Bit access/control:

* For security features configuration (e.g. JTAG disable)

* Multiple bits access/control:

* For bulk data (e.g. keys)

* Regions (or subsets) can be read /write protected:
* Dedicated OTP bits

* Write protection needed for preserving ‘O’ values:

* i.e. Region is “locked”
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Power Seq.

Controlled by OTP Signals
bits

IRQs &

Alerts

External
communication

Bus

OTP controller

TL-UL Window
(Only Accessible
during TEST LC State)

‘I Access Ctrl II
(Lockable Regions) Translation
shim for OTP Macro

Reads / Writes
and Test (Vendor 1IP)
Access

Scramble / Digest

Readout Ctrl

Logical Partitions

-- otp_ctrl (open-source)

Register Interfac

Hardware Life-Cycle Scrambling
Broadcast Interface Keys

OpenTitan OTP controller (Source)

OTP Cell Array
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https://docs.opentitan.org/hw/ip/otp_ctrl/doc/

R/W protection

1

W N =

NN I

Example: ESP32

field name

WR_DIS_FLASH_CRYPT_CNT

WR_DIS_BLK1
WR_DIS_BLKZ2
WR_DIS_BLK3
RD_DIS_BLK1
RD_DIS_BLK2
RD_DIS_BLK3
FLASH_CRYPT_CNT
ENCRYPT_CONFIG
CONSOLE_DEBUG_DISABLE
ABS_DONE_©®
DISABLE_JTAG
DISABLE_DL_ENCRYPT
DISABLE_DL_DECRYPT
DISABLE_DL_CACHE
ENCRYPT_FLASH_KEY
SECURE_BOOT_KEY

efuse_block

EFUSE_BLKO
EFUSE_BLKO
EFUSE_BLKO
EFUSE_BLKO
EFUSE_BLKO
EFUSE_BLKO
EFUSE_BLKO
EFUSE_BLKO
EFUSE_BLKO
EFUSE_BLKO
EFUSE_BLKO
EFUSE_BLKO
EFUSE_BLKO
EFUSE_BLKO
EFUSE_BLKG®
EFUSE_BLK1
EFUSE_BLK?2

bit

start

bit count

Configuration

Keys
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OTP data transfers

* Reading from OTP may be slow

* Data is usually transferred to “shadow registers”
* To configure HW logic

* Faster access from SW

* Some shadow registers may be memory mapped

* For consumption by SW
* E.g. Secure Boot enable bits (used by ROM code)

* Others may be only accessible by HW logic:
* E.g. Unique device keys for KDF /Key Ladder operations

18



SoC HW Initialization

HW Crypto Engine

OTP Array

OTP Bank 1

4x CMD/RSP B
OTP Bank 2

OTP Bank 3 '3 OTP data )

OTP Bank ...

Busses
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Fl opportunities

e OTP data transferred at boot time

* At multiple times

* Across multiple busses (with different speed)

* A successful glitch on ANY of those busses may:
* Modify transferred value(s)

* Leave OTP copy unaffected

* And bypass

* SW-based security features (CPU reads incorrect value)

* HW-based security features (HW logic incorrectly configured)

20



Does it really work!?

21



FI Characterization.
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Our target

Heoed000RO ¢

* Module: ESP32-WROOM-32 minio
2 ESP32- V:YR'Z(LM -32 g E,‘
CE=E]Ha
* SoC: ESP32 (first series) v W ot A
COCLULLEVOILERLAECCERCEOE
* DOWDQ6
* No specific FI countermeasures
;
.
2
* We have not tested newer ESP32 :
SoC: "
ESP32-’DO\NDQG i
e E.g. ESP32-S2, ESP32-V2,.. 182017 =
* Fl countermeasures are present ' PC"F‘S :
i_- - WPEINEL ..k_-.. &'Ju.u ol _..-...L.._J
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EMFI Setup overview

UuSB

USB e ——

Reset

Powe
(%)










Experiment Setup (1)

* We set the following fuses:

* ABS_DONEO for enabling Secure Boot
 SECURE_BOOT_KEY (BLK?2) for setting the Secure Boot key
* RD_DIS_BLK2 for enabling read protection of Secure Boot key

* We program a valid bootloader that prints the fuses



Experiment Setup (2)

* We:
* scan the entire chip surface

* Glitch at boot time
* before first ROM printout

* Goal:

* Find a vulnerable location

* Change any of the fuse bits in Block O (Configuration) or Block 2 (Secure Boot
Key)



Results classification:

Performed during experiment
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Results:

Database

Expiort

— O

~ | Filter

N ra— [ o [ s

€ > 4 Q=¥
raelize 2022-05-12 00:24:40 esp32_otp_transfer_2022.py 1 0 None
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We have successful glitches!

+ Fl Spotlight 1.0

Open ‘ Database | C:/Users/raelizejwork/fipy2022{logsfesp32_otp_transfer_2022.py.sqglite v | Table raelize 2022-05-13 00:03:33 esp32_otp_transfer_2022.py 1 0 None | Filter

Plot Statistics Export Post Process SQL Log Help

scatter % | glitch_delay ¥ | glitch_power Moise level |0.4 g D onDie

D toggle filter D AutoRefresh /h‘ 6 é ‘i" Q E II‘_’_

raelize 2022-05-13 00:03:33 esp32_otp_transfer_2022.py 1 0 None

glitch_power

200000 300000 400000 500000 600000 700000 800000 900000 1000000
glitch_delay




Let’s zoom in...

raelize 2022-05-13 09:35:19 esp32_otp_transfer_2022.py 1 0 None

o P50 %0
of NE o ®°
0% o 0e0 SN, o

s B %000 S ©
b N rr &
2 " ®ee §
WL~
RIS  e
b B ® ac °
et o0 § 02}
ST EERN 9
e & ¢t o
S°* a
e ug LY
Ny )
L L g e %%
& o%e ol #0
ss o [ ] L)
LR P ¥
LA S s
@ _e e
..’ ...f L
3 N es
- . )

glitch_power

T T T T T
530000 540000 550000 560000 570000

glitch_delay




Results analysis

Raelize..... Block 0: 00020100a3d2c1e00001c8c90000a000000001320000000000000014 . .
Raelize..... Block ©: @@@2@1@@a3d2c1e@@@@1c8@9@@@%@@@@@@@@132@@@@@@@@@@@@@@14. .
Raelize..... Block ©: @@@2@1@d2C1e@@@@1c8C9@@@0a00@@@@0013299@@000669900014. .
Raelize..... Block ©: @@@2@1@@a3d2c1e@@@@1c8C9@@@0a00@@@@0@3299@@000669900014. .
Raelize..... Block ©: @@@2@1@@a3d2c1e@@@@1c8c9@@@00@@@@6132@@@@6@6@@@@@@014. .
Raelize..... Block ©: O@@Z@l@@aBch1e6@@@1c8@9@99%@@@@@9@013296@@@00@9@@@0@14. .
Raelize..... Block ©: 001@@33d2C1e@@9@1c8C9@@0@a0009@@001329@9@00@@66@00@14. .
Raelize..... Block ©: @062@1@@a3d2C1e@@@@1c8C9@@@0a000@@@0@132@@@@@@@@@@@@@0@4. .
Raelize..... Block ©: 00@2@1@@33dZ@eeeeelc8C9@@0@a0009@@001329@9@00@@66@00@14. .



Timing dependency

| Filker

Export

T —— T T E— T T

A€ dQ=w

raelize 2022-05-13 00:03:33 esp32_otp_transfer_2022.py 1 0 None
color = 3 and (data like '%00000100a3d2c1e00001c8c90000a000000001320000000000000014%' or data like '%00020100a3d2c1e00001c8c90000a00000000132000000000000000

80

50

542000 544000 546000 548000 550000 552000 554000 556000 558000
glitch_delay




Observations

* Successful glitches in a narrow time region:

e Between 535us and 560us from reset

* Group at specific timing

We can disable security

* Single bit glitches of Block O (!): features!
* Mostly “1” turned to “0”

We can select which one

* Strong timing dependency| of affected bits
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OTP bits “shooting”

36


https://www.championtarget.com/

Reducing parameters space

“ Fl Spotlight 1.0

* We fix probe at a specific

[ |:| toagle filter l:‘ AutoRefresh ﬁ + * + Q E u
location:

raelize 2022-05-12 00:24:40 esp32_otp_transfer_2022.py 1 0 None

* Removes location from

parameters

e Selection criteria:

R ARNEERE !

1
RN
SCNsERE

SREILNNSY
‘E38¥2F TN

EXSITRINEZ
SELEYNESTNS
gsP2nB0CERER
A A XEERERRE.
Ee¢RDANETEILE
FUENDRREEDZS SR

* % of successful glitches

Carv R RPINAR
“R23%82H

BRSSZIARNPKANCG G
SEsRSeEERARNOS
 EEEEREERARNR]
E3808 2R

eBERNEREA

* Applies for all the next

experiments

10000




Let’s bypass security features!
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1. Reading Secure Boot Key.
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Setup

* We set the following fuses:
* ABS_DONEOQ for enabling Secure Boot (SB)
 SECURE_BOOT_KEY (BLK?2) for setting the SB key
* RD_DIS_BLK2 for enabling read protection of SB key

* We program a valid bootloader that prints the fuses

* SB key is unreadable due to read protection

* Goal:

* Extract SB key
* i.e. we need to change 1 fuse bit (RD_DIS_BLK2) during the transfer



Successful glitches!

raelize 2022-05-13 09:35:19 esp32_otp _transfer 2022.py 1 0 None
data like '%00000100a3d2c1e00001c8c90000a000000001320000000000000014%" or color != 3

—
[
=
o
a
<
v
=
©

530000 540000 550000 560000 570000
glitch_delay




Results analysis

Block ©: 00020100a3d2c1e00001c8c90000a000000001320000000000000014 . .

Block 1: ©000000000000000000000000000000000000000000000000000000000000000. .

Block 2: 0000000000000000000000000000000000000000000000000000000000000000. .
RD_DIS_BLK2 changed!

Block ©: eeqlﬂleea3d2c1e@@@@1c8c9@@@@a@@@@@@@@132@@@@@@@@@@@@@@14..

Block 1: ©0000000000000000000000000000VRVVVVRVRVVRVRVOLORVRLVLRVRLOLRVAYAA0 . .

Block 2: 570b83258df3b44a8dbe92d8934a7e19b9e116d48c0Ob50fcebedb056688860da. .




Success rate: Focused

* We also fix timing and power:

* We choose one successful

experiment randomly
* All parameters are now fixed

e Success rate: ~1%:

Magenta 1915

* Full Secure Boot Key obtained

* No bruteforce needed

We read SB key within minutes...



Let’s double down!
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2. SB bypass + Reading SB Key.
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The idea

* We can glitch specific Block O bits by attack timing

* Secure Boot and its key protected by “distant” OTP bits

3

1
2
“
=5
W

o

==
[#3]

field name

WR_DIS_FLASH_CRYPT_CNT

WR_DIS_BLK1
WR_DIS_BLK2
WR_DIS_BLK3
RD_DIS_BLK1
RD_DIS_BLK2

Can we

efuse_block bit_start bit count
EFUSE_BLKO y

EFUSE_BLKO

EFUSE_BLKO

EFUSE_BLKO

EFUSE_BLK®

EFUSE_BLKO

EFUSE_BLKO
EFUSE_BLKO

glitch both?
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Double glitch: Setup (1)

* We set the following fuses:
* ABS_DONEO for enabling Secure Boot (SB)
* SECURE_BOOT_KEY (BLK2) for setting the SB key
* RD_DIS_BLK2 for enabling read protection of SB key

* We program an invalid bootloader that prints the fuses:

* Not executed unless Secure Boot is bypassed

e Goal:

* Bypass SB and print SB key
* i.e. we need to change 2 fuse bits (RD_DIS_BLK2, ABS_DONEOQ) during the transfer



Double glitch: Setup (2)

 Glitch 1 aimed at RD_DIS BLK?2

* Timing (glitch_delay) still randomized

* We re-use approximate timing from previous experiment

e Glitch 2 aimed at ABS DONEO
* Timing (glitch_delay2) randomized

* Counted from glitch 1 timing

* We know the boundaries where Block O is affected



Successful glitches!

raelize 2022-05-14 17:30:13 esp32 otp_transfer 2022 inv_image _double.py 1 0 None
data like '%Block 2: 570b83258df3b44a8dbe22d8914a7e19b92116d48c0950fcebed4b056688860da%' or color != 3

535000 536000 537000 538000 539000 540000 541000 e 0 16000 17000 18000 19000 20000 21000
glitch_delay glitch_delay2

* Glitch 1: similar timing as previous experiment

* Glitch 2: timing is basically constant:

* Counting from glitch 1 drastically reduces jitter



Something interesting...

raelize 2022-05-14 17:30:13 esp32_otp_transfer_2022_inv_image_double.py 1 0 None
data like '%Block 2: 570b83258df3b44a8dbe92d8914a7e19b9e116d48c0950fcebedb056688860da%' or color '= 3

500000 1000000 1500000 2000000

* Successful glitches occur in groups:
* Experiment ID is sequential

* Reason unknown. Guesses: Room temperature effects? SoC status?



Success rate: Focused

* We fix timing and power:

* We choose one successful Coloriuber Colors

experiment randomly

e Success rate: ~.05%:

* Full Secure Boot Key obtained
* No bruteforce needed

* Secure Boot bypassed

We bypass SB and read SB key within 1 hour...



Bypassing Secure Boot and Flash Encryption?
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We tried. No success... ...but we got an ideadl



3. JTAG glitching.



Experiment Setup (1)

* We set the following fuses:
* ABS_DONEO for enabling Secure Boot
SECURE_BOOT_KEY (BLK?2) for setting the Secure Boot key

RD_DIS_BLK2 for enabling read protection of Secure Boot key
FLASH_CRYPT_CNT for enabling Flash Encryption
FLASH_ENCRYPTION_KEY (BLK?2) for setting the Flash Encryption key
RD_DIS_BLK1 for enabling read protection of Flash Encryption key

* DISABLE_JTAG for disabling the JTAG interface

* We program a valid bootloader that prints the fuses



Experiment Setup (2)

* Goal:

* Open JTAG interface
* i.e. we need to change 1 fuse bit (DISABLE_JTAG) during the transfer

* Use JTAG to extract plaintext firmware

* ...and bypass Flash Encryption

* Once opened, JTAG can be also used to execute arbitrary code:

* i.e. bypass Secure Boot



Results classification:

Check if JTAG_DISABLE is unset
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Successful glitches!

* Fl Spotlight 1.0

Open Database 1es|:l3ZjltDitransfer72022ien(4|tagiatta(k.pyusqhte v | Table raelize 2022-05-26 20:24:36 esp32_otp_transfer_2022_enc_jtag_attack.py 1 0 None ~ | Filter |

Statistics Export Post Pracess sqL Log Help

scatter % |glitch_delay v |gitch_power v Noise level [0, 1. [ ] onvie [ diescale

x=530681 y=94.7551

[ toogefiter [ ] aucretresh 48 €= =P $ Q = ¥ B

raelize 2022-05-26 20:24:36 esp32_otp_transfer_2022_enc_jtag_attack.py 1 0 None

S BN CSIe ST U S 8T SR ESS LGNS THLE W NS X 6% Ve 0G0 A 0 oter ORI B0 02 B3 B GUABH S $VFD QIR ER PP W AN e S

glitch_power

T r T T T T T T T
530000 535000 540000 545000 550000 555000 560000 565000 570000
glitch_delay




Timing (Successful glitches

“ Fl Spotlight 1.0

Open Datshass |esp32_otp_transfer_2022_enc_jtag_attack.py.sglite ~ | Tabls raelize 2022-05-26 20:24:36 esp32_otp_transfer_2022_enc_jtag_sttack.py 1 0 None ~ | Fiter |color=3

Statistics Export Post Process sGL Log Help

scatter % | glicch_delay v |litch_power ioise level [0.2 alpha [1.0 ][] onbe [ ] descale

[ ] toagefiter [ | sutorefresn % €= =P 4+ Q |7

raelize 2022-05-26 20:24:36 esp32_otp_transfer_2022_enc_jtag_attack.py 1 0 None
color = 3

~
Iy

glitch_power

549800 550400 550600 550800 551200
glitch_delay




Success rate: Focused

* We fix timing and power:

* We choose one successful

experiment randomly

e Success rate: ~.05%:

* JTAG open =2 we read Flash in
plaintext

* Flash Encryption bypassed

* Secure Boot bypassed

We open JTAG within a few minutes...



Wanna see it?
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Demo.
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> halt

0x31f401000
0x3f401010
0x3f401020
0x3f401030
0x3f401040
0x3f401050
0x31f401060
0x3f401070
0x3f401080
0x3f401090

Flash Encryption bypassed

Aladle oo

3f401000
00000000
3f401020
000000ac
3f401040
000a2e2e
3f401060
32206b63
3f401080
00323370

40080700
01000000
00000001
00000000
00000007
636f6c42
6b636f6¢C
4200203a
50504100
3b305b1b

tieknimmers:$ telnet 127.0.0.1 4444
Trying 127.
Connected to 127.0.0.1.
Escape character is '*]'.
Open On-Chip Debugger

Target halted. PRO CPU: PC=0x40080959
> esp32 mdw 0x3f401000 40

000000ee
3fff0020
3ff5f000
00000004
6c656152
3a30206b
20323120
6b636f6¢C
61616200
576d3333

. Let's try to read some data from flash!

. Please note, |flash offset 0 is mapped at 0x3f400000

(active) APP CPU: PC=0x00000000
SEEEEREEL G i ool o oon oo

00000b30 |........ ..70...

ff045000| .@7?....... ?.P

SEEETEREE G oscoaoocoaanno.

2e657a69 |@.@7....Raelize.
30250020|....Block 0: .%0

676c4200 " .@?lock 1: .Blo

203a3320 |ck 2: .Block 3:

73652e74 |..@?7.APP.boot.es

75252820 132..[0;33mW (%u

s




What can be done?
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Activate

FIRM: Attack Analysis

Glitch

Source: https://raelize.com/posts /raelize-fi-reference-model /
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https://raelize.com/posts/raelize-fi-reference-model/

FIRM: Countermeasures

n . n -

Source: https://raelize.com/posts /raelize-fi-reference-model /
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https://raelize.com/posts/raelize-fi-reference-model/

Conclusions.
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We have seen... (1)

* How OTP data transfers can be used to compromise SoC security
* FI attacks against pure HW implementations

* Bypass of critical SoC security features
* Before any SW is executed

* Before any CPU is released from reset

* Strong timing correlations allow for powerful attacks
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We have seen... (2)

* FI (single glitch) attack to break ESP32 keys read protection:

* No bruteforce required

* Double glitch attack to additionally bypass Secure Boot

* Fl (single glitch) attack to:
* Enable JTAG
* Bypass Flash Encryption

* Bypass secure boot
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Final considerations

* Fl attacks against OTP data are often overlooked

* Immutability at rest does not imply integrity in transfer

* Design may not include adequate protection:

* FI mostly used for targeting software

* Design-level mitigations are possible:

* E.g. Breaking timing correlations, Bus level integrity checking
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Thank you! Any questions!?

Niek Timmers Cristofaro Mune
niek@raelize.com cristofaro@raelize.com

@tieknimmers @pulsoid
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