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Introduction.
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CristofaroMune

ÅCo-Founder; Security Researcher

Å20+ years in security

Å15+ years analyzing the security of complex systems and 

devices

òin betweenóSoftwareHardware
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Our research: https://raelize.com/blog
(Devices, TEEs, Secure Boot, FI,é)

Niek Timmers

ÅCo-Founder; Security Researcher

Å10+ years experience with analyzing the security of 

devices

https://raelize.com/blog


SoC security

ÅSecurity features are 

becoming increasingly relevant

ÅAlso present on low-cost SoCs

ÅOEM use cases (examples):

ÅSensitive/critical devices

ÅDevice-based services

ÅIP protection
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Fault Injection (FI)

ÅConcept now familiar to security 

researchers

ÅMore accessible tooling:

ÅHi NewAE!

ÅAdvancedtechniques presented at 

public security conferences:

ÅHi hardwear.io!

ÅStill missing (but improving!):

ÅField systematization

ÅIntegration of security, academia, 

industry approach/results
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ChipSHOUTER-PicoEMP

https://www.newae.com/
http://hardwear.io/
https://github.com/newaetech/chipshouter-picoemp
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Contributeto the field

Goals

ÅShow how SoC securitydepends on OTP data

ÅPresent advanced FI attacks targeting OTPdata transfers

ÅShare our results (EMFIon ESP32):

Åé

ÅBe patient! J

ÅDiscuss possible countermeasures



Context.
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In 2019, weé

ÅPresented Secure Boot talk at 

BlueHatIL (Feb 2019)

ÅBypassed encryptedsecure boot

ÅWe love live demos!

ÅDescribedan FI attack targeting OTP 

transfers:

ÅGeneric. Not specific to a SoC.
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https://raelize.com/upload/research/2019/2019_BlueHat-IL_Hardening-Secure-Boot-on-Embedded-Devices-for-Hostile-Environments_NT-AS-CM.pdf


Lotsof interest!

ESP32

ÅPopular IoT system-on-chip (SoC)

Å32-bit XtensaLX6 CPU

ÅInternaland externalmemories

ÅMany peripherals and other interfaces

ÅHardware-backed security features:

ÅSecure Boot

ÅFlash Encryption

ÅJTAG disable



First FI public attacks

ÅLimited Results performed multiple FI attacks towards ESP32

ÅVCCglitching

ÅTargeted AES Crypto core(driver)

ÅSecure Boot bypass

ÅDumpof OTP protected keys:

ÅSecure Boot and Flash Encryption keys

ÅTargeted OTP data transfer
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https://limitedresults.com/2019/08/pwn-the-esp32-crypto-core/
https://limitedresults.com/2019/09/pwn-the-esp32-secure-boot/
https://limitedresults.com/2019/11/pwn-the-esp32-forever-flash-encryption-and-sec-boot-keys-extraction/


Our FI attacks (2020)

ÅPerformed with EM FI

ÅSecure Boot bypass:

ÅAchieved PC control with FI (via instruction modification)

ÅFlash Encryption bypass

ÅSecure Boot + Flash Encryption bypass:

ÅLeveraged SRAM data persistence + PC control with FI (via instruction modification)

ÅSingle glitch attack

ÅNo knowledge of encryption key required
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https://raelize.com/blog/espressif-systems-esp32-controlling-pc-during-sb/
https://raelize.com/blog/espressif-systems-esp32-bypassing-flash-encryption/
https://raelize.com/blog/espressif-esp32-bypassing-encrypted-secure-boot-cve-2020-13629/


One Time Programmable (OTP) Memory.
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OTP: Memory Cell

ÅBits can be set only onceand cannot revert

ÅPhysical modification of the cell

ÅNo observable difference after 

programming with secure variants 

ÅE.g. antifuse

ÅTypically:

ÅA programmed cell represents a ô1õ

ÅOTP contains data (e.g. configuration) or secrets 

(e.g. keys)

Programmed poly Efuse(Source)

Programmed poly antifuse(Source)

Programmed Efuse(Source)

https://semiengineering.com/the-benefits-of-antifuse-otp/
https://archive.eettaiwan.com/www.eettaiwan.com/emag/1302_15_DC.html
https://semiengineering.com/the-benefits-of-antifuse-otp/


OTP: Cell Array
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Example of OTP Cell Array organization (Source)

http://slideplayer.com/slide/17546790/


OTP: Memory organization

ÅTypically divided in regions

ÅSingle Bit access/control:

ÅFor security features configuration (e.g. JTAG disable)

ÅMultiple bits access/control:

ÅFor bulk data (e.g. keys)

ÅRegions (or subsets) can be read/write protected:

ÅDedicated OTP bits

ÅWrite protection needed for preserving ô0õ values:

Åi.e. Region is òlockedó
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OTP controller

16OpenTitanOTP controller (Source)

OTP Cell Array

Controlled by OTP 

bits

External 

communication 

Bus

https://docs.opentitan.org/hw/ip/otp_ctrl/doc/


Example: ESP32
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R/W protection

Configuration

Keys



OTP data transfers

ÅReading from OTP may be slow

ÅData is usually transferred to òshadow registersó

ÅTo configure HW logic

ÅFaster access from SW

ÅSome shadow registers may be memorymapped

ÅFor consumption by SW

ÅE.g. Secure Boot enable bits (used by ROM code)

ÅOthers may be onlyaccessible by HW logic:

ÅE.g. Unique device keys for KDF/Key Ladder operations
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SoC HW Initialization
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OTP Controller

CMD/RSP

OTP data

HW Crypto Engine

Root Key register

OTP Bank 1

OTP Bank 2

OTP Bank 3

OTP Bank é

OTP Array

Register 1

Register 2

Register 3

Register é

Memory Mapped Registers

CPU

Busses



FI opportunities

ÅOTP data transferred at boot time

ÅAt multiple times

ÅAcross multiple busses(with different speed)

ÅA successful glitchon ANY of those busses may:

ÅModify transferred value(s)

ÅLeave OTP copy unaffected

ÅAnd bypass

ÅSW-based security features (CPU reads incorrect value)

ÅHW-based security features (HW logic incorrectly configured)
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Does it really work!?
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FI Characterization.
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Our target

ÅModule: ESP32-WROOM-32

ÅSoC: ESP32 (first series)

ÅD0WDQ6

ÅNo specific FI countermeasures

ÅWe have nottested newer ESP32 

SoC:

ÅE.g. ESP32-S2, ESP32-V2,..

ÅFI countermeasures are present
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EMFI Setup overview







Experiment Setup (1)

ÅWe set the following fuses:

ÅABS_DONE0 for enabling Secure Boot

ÅSECURE_BOOT_KEY (BLK2) for setting the Secure Boot key

ÅRD_DIS_BLK2 for enabling read protection of Secure Boot key

ÅWe program a valid bootloader that prints the fuses



Experiment Setup (2)

ÅWe:

Åscan the entire chip surface 

ÅGlitch at boot time 

Åbefore first ROM printout

ÅGoal:

ÅFind a vulnerable location

ÅChangeany of the fuse bits in Block 0 (Configuration) or Block 2 (Secure Boot 

Key)
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Performed duringexperiment

Results classification:



Results: XY scan



We have successful glitches!



Letõs zoom iné



Results analysis

Raelize.....Block 0: 00020100a3d2c1e00001c8c90000a000000001320000000000000014..

Raelize.....Block 0: 00020100a3d2c1e00001c8890000a000000001320000000000000014..

Raelize.....Block 0: 0002010083d2c1e00001c8c90000a000000001320000000000000014..

Raelize.....Block 0: 00020100a3d2c1e00001c8c90000a000000000320000000000000014..

Raelize.....Block 0: 00020100a3d2c1e00001c8c900008000000001320000000000000014..

Raelize.....Block 0: 00020100a3d2c1e00001c8490000a000000001320000000000000014..

Raelize.....Block 0: 00000100a3d2c1e00001c8c90000a000000001320000000000000014..

Raelize.....Block 0: 00020100a3d2c1e00001c8c90000a000000001320000000000000004..

Raelize.....Block 0: 00020100a3d2c0e00001c8c90000a000000001320000000000000014..


