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Introduction



reelize

CristofaroMune Niek Timmers

A CoFounder; Security Researcher A CoFounder; Security Researcher

A 20+ years in security A 10+ years experience with analyzing the security of

A 15+ years analyzing the security of complex systems and devices
devices

Hardware Software

Ourresearchhttps://raelize.com/blog
(Devices, TEEs, Secure Boot
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https://raelize.com/blog

SoC security

ESP32-S2 SoC

ASecurity features are . i
’ Sl ) Y ESPRESSIF

becoming increasingly relevan

» High-performance 240 MHz single-core CPU

+ Ultra-low-power performance: fine-grained clocl MICRDCHIF’ SAM L1 0“_11 Fam"y

Security features: eFuc;e flash encr tlon sec

AAISO present On IG“DSt SOCS + Peripherals include 43 GPIOs, 1 full-speed USE  Ultra Low-Power, 32-bit Cortex-M23 MCUs with TrustZone,

interface, ADC, DAC, touch sensor, temperatur Crypto, and Enhanced PTC

« Availahility of common cloud connectivity agent
Features

13. SAM L11 Security Features...........ccoociiiiiiniicceeccs

13.2. ARM TrustZone Technology for ARMv8-M...}......

AOEM use cases (examples): 3 )

13.5. Secure Boot..................
13.6. Secure Pin Multiplexing on SERCOM...

A Sensitive/critical devices on embedded

] ] Sitara™ processors
ADevicebased services P

AIP protection
l and i.MX 8X Families using AHAB

Rev. 0 — May

Application Note
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Fault Injection (FI)

A Concept now familiar to security
researchers

A More accessibl®oling
A HiNewAE

A Advancedechniques presented at
public security conferences:

A Hihardwear.id

ChipSHOUTHRcoEMP

A Still missing (but improving!):
A Field systematization

A Integration of security, academia,
industry approach/results


https://www.newae.com/
http://hardwear.io/
https://github.com/newaetech/chipshouter-picoemp

Goals

AShow how So€ecuritydepends on OTP data
APresent advanced FI attacks target®igPdata transfers

AShare our resultEFbn ESP32):
Aé
ABe patientl]

ADiscuss possilideuntermeasures

Contributgo the field



Context



Il n 2019, we é

APresente®ecure Boot talét
BlueHalL (Feb 2019)

ABypassedncryptedsecure boot

AWe love live demos!

ADescribedan FI attack targeting OTP = =t | -

AGeneric. Not specific to 80C.


https://raelize.com/upload/research/2019/2019_BlueHat-IL_Hardening-Secure-Boot-on-Embedded-Devices-for-Hostile-Environments_NT-AS-CM.pdf

ESP32

APopular 10T systean-chip (SoC)
A 32-bit Xtensa_X6 CPU

Alnternaland externalmemories 05{“3?:};:“’; o
AMany peripherals and other interfaces P Eﬁa‘:‘
AHardwarebacked security features: 15
| : m i) =
ASecure Boot -

erc N3 dS NS €9 GED ZE9Q EE9 GZ9 929 429 »19 Z19 ON9 €19 Z0S £0S ONO SN
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AFlash Encryption
AJTAG disable

Lotsof interest!



First FI public attacks

ALimited Resulperformed multiple FI attacks towards ESP32
AVCCqglitching

ATargetedAES Crypto corédriver)

ASecure Bodiypass

ADumpof OTP protected keys:
ASecure Boot and Flash Encryption keys
ATargeted OTP dataransfer
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https://limitedresults.com/2019/08/pwn-the-esp32-crypto-core/
https://limitedresults.com/2019/09/pwn-the-esp32-secure-boot/
https://limitedresults.com/2019/11/pwn-the-esp32-forever-flash-encryption-and-sec-boot-keys-extraction/

Our FI attacks (2020)

APerformed witfEM FI

ASecure Bodiypass

A Achieved PC control with FI (via instruction modification)

AFlash Encryptidoypass

ASecure Boot + Flash Encryptigpass
A Leveraged SRAM data persistence + PC control with FI (via instruction modification)
A Single glitch attack

A No knowledge of encryption key required
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https://raelize.com/blog/espressif-systems-esp32-controlling-pc-during-sb/
https://raelize.com/blog/espressif-systems-esp32-bypassing-flash-encryption/
https://raelize.com/blog/espressif-esp32-bypassing-encrypted-secure-boot-cve-2020-13629/

One Time Programmable (OTP) Memory
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OTP: Memory Cell

ABitscan be set only on@nd cannot revert

A Physical modification of the cell

MAek 10.0KY 9.1mm x15.0k SE(M) 7/19/2016 ' 300um

ANo observable difference after Programmed poBfusdSourch

programming with secure variants
A E.g.antifuse

ATypically:

AA programmed cell repre
A OTP contains data (e.g. configuration) or secrets

Programme us€Source
(e.g. keyS) _

Programmed pobntifusg§Source


https://semiengineering.com/the-benefits-of-antifuse-otp/
https://archive.eettaiwan.com/www.eettaiwan.com/emag/1302_15_DC.html
https://semiengineering.com/the-benefits-of-antifuse-otp/

OTP: Cell Array

Process: Silterra110nm 1.5V/3.3V Ultra
Low Leakage Logic Process

Density: 16Kx32bits

Bit Program Operation

32bits Read Operation

Operation Temperature: -40°C ~ 125°C

IP Size: 1340um * 670um

Example of OTP Cell Array organizat®ouice
14


http://slideplayer.com/slide/17546790/

OTP: Memory organization

ATypically divided iregions

ASingle Bit access/control:
A For security features configuration (e.g. JTAG disable)

AMultiple bits access/control:
A For bulk data (e.g. keys)

ARegions (or subsets) carréad/write protected
A Dedicated OTP bits

AWr i te protection needed for prese.:
Ai .e. Region is o0lockedo
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Power Seq.

Controlled by OTP Signals

bits
IRQs &
Alerts
External
communication
Bus

OTP controller

TL-UL Window
(Only Accessible
during TEST LC State)

‘I Access Ctrl II
(Lockable Regions) Translation
shim for OTP Macro

Reads / Writes (Vendor TF)
Scramble / Digest

: and Test
Readout Ctrl

Logical Partitions

-- otp_ctrl (open-source)

Hardware Life-Cycle Scrambling
Broadcast Interface Keys
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OpenTita®TP controlleiSource

OTP Cell Arra
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https://docs.opentitan.org/hw/ip/otp_ctrl/doc/

R/W protection

1
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Example: ESP32

field name

WR_DIS_FLASH_CRYPT_CNT

WR_DIS_BLK1
WR_DIS_BLKZ2
WR_DIS_BLK3
RD_DIS_BLK1
RD_DIS_BLK2
RD_DIS_BLK3
FLASH_CRYPT_CNT
ENCRYPT_CONFIG
CONSOLE_DEBUG_DISABLE
ABS_DONE_©®
DISABLE_JTAG
DISABLE_DL_ENCRYPT
DISABLE_DL_DECRYPT
DISABLE_DL_CACHE
ENCRYPT_FLASH_KEY
SECURE_BOOT_KEY

efuse_block

EFUSE_BLKO
EFUSE_BLKO
EFUSE_BLKO
EFUSE_BLKO
EFUSE_BLKO
EFUSE_BLKO
EFUSE_BLKO
EFUSE_BLKO
EFUSE_BLKO
EFUSE_BLKO
EFUSE_BLKO
EFUSE_BLKO
EFUSE_BLKO
EFUSE_BLKO
EFUSE_BLKG®
EFUSE_BLK1
EFUSE_BLK?2

bit

start

bit count

Configuration

Keys
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OTP data transfers

AReading from OTP may be slow

ADat a i s usua lsHagowtegistedss f erred t o 0
A To configure HW logic
A Faster access from SW

ASome shadow registers may fdemorymapped
A For consumption by SW
AE.g. Secure Boot enable bits (used by ROM code)

AOthers may benlyaccessible by HW logic:
A E.g. Unique device keys for KDF/Key Ladder operations
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SoC HW Initialization

HW Crypto Engine

OTP Array

Register 1

— - . . 3
Register 2 |

Busses
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FI opportunities

AOTP data transferred at boot time

AAt multipletimes
AAcross multipleusse$with different speed)

AA successfglitchon ANY of those busses may:
AModify transferred value(s)
ALeave OTP copy unaffected

AAndbypass

ASWbased security features (CPU reads incorrect value)
AHW-based security features (HW logic incorrectly configured)
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Does it really worlR
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FI Characterization
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Our target

AModule: ESP3WROOM32

ASoC: ESP3#rstseries)
ADOWDQ6
A No specific FI countermeasures

AWe havenottested newer ESP32
SoC.
AE.g. ESP332, ESP3¥72,..
A FI countermeasures are present
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EMFI Setup overview

-
X

USB
USB PR R L
Reset USB
Powe
‘ (%) . ' = : . : ﬁ"
Trigger
T RX
GND










Experiment Setup (1)

AWe set the following fuses:

AABS DONEQO for enabling Secure Boot
ASECURE_BOOT_KEY (BLK?2) for setting the Secure Boot key
ARD_DIS_BLK2 for enabling read protection of Secure Boot key

AWe program avalid bootloader that prints the fuses



Experiment Setup (2)

AWe:

Ascan the entire chip surface

AGlitch at boot time
A before first ROM printout

AGoal:

AFind a vulnerable location

AChangeany of the fuse bits in Block 0 (Configuration) or Block 2 (Secure Boot
Key)



Results classification:

Performedduringexperiment




Results: XY scan
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We have successful glitches!

+ Fl Spotlight 1.0

Open ‘ Database | C:/Users/raelizejwork/fipy2022{logsfesp32_otp_transfer_2022.py.sqglite v | Table raelize 2022-05-13 00:03:33 esp32_otp_transfer_2022.py 1 0 None | Filter

Plot Statistics Export Post Process SQL Log Help

scatter % | glitch_delay ¥ | glitch_power Moise level |0.4 g D onDie

D toggle filter D AutoRefresh /h‘ 6 é ‘i" Q E II‘_’_

raelize 2022-05-13 00:03:33 esp32_otp_transfer_2022.py 1 0 None

glitch_power

200000 300000 400000 500000 600000 700000 800000 900000 1000000
glitch_delay




raelize 2022-05-13 09:35:19 esp32_otp_transfer_2022.py 1 0 None
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glitch_power

570000

T T T T
530000 540000 550000 560000
glitch_delay




Raelize
Raelize
Raelize
Raelize
Raelize
Raelize
Raelize
Raelize

Raelize

Block O:
Block O:
Block O:
Block O:
Block O:
Block O:
Block O:
Block O:
Block O:

Results analysis
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