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Goals

ÅDiscuss Qualcomm's QSEE vulnerabilities in Google Nest WiFi Pro

ÅShow how we got code execution with EL3 privileges

ÅShare a generic exploitation methodology applicable to ARM 

TrustZone-based TEEs
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Agenda

ÅIntroduction

ÅGetting to TEE:

ÅBypassing Secure Boot

ÅReaching the TEE attack surface (SMCs)

ÅQualcomm's QSEE security analysis

ÅThe journey to EL3:

ÅReading all the things (CVE-2025-27697)

ÅKilling secure ranges (CVE-2025-27059/CVE-2025-27060)

ÅEL3 code execution (an usual way) 

Åéthe better way to EL3 (CVE-2025-27040)

ÅA generic exploitation technique

ÅConclusion
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Introduction.
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Cristofaro Mune

ÅCo-Founder; Security Researcher

Å20+ years in security

Å15+ years analyzing the security of complex systems and 

devices

òin betweenóSoftwareHardware
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Our research: https://raelize.com/blog
(Devices, TEEs, Secure Boot, FI,é)

Niek Timmers

ÅCo-Founder; Security Researcher

Å10+ years experience with analyzing the security of 

devices

https://raelize.com/blog


2021: Qualcomm IPQ4018/19 SoC

ÅSeveral vulnerabilities identified in 

the TEE (Qualcomm QSEE):

Åhttps://www.qualcomm.com/company/

product-security/bulletins/january-

2021-bulletin 

ÅAffected multiple products from diverse 

vendors

ÅFurther research: TEE code exec via 

Fault Injection as well
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Cisco Meraki MR33

Linksys EA8300

Netgear Orbi RB20
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Today: Google Nest Wifi  Pro (òWiFi Proó)
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ÅWi-Fi 6E router

ÅDual-core 64-bit ARM CPU

Å1 GB RAM

Å4 GB flash

ÅSoC: Qualcomm IPQ5018

ÅSecure Boot

ÅTrusted Execution Environment

ÅARM Trustzone-based

ÅQualcomm Secure Execution 

Environment (QSEE)



Our Target

ÅFirmware version: v3.73.406133

ÅLatest available is 3.78.518349

ÅREE: 

ÅU-Boot (U-Boot 2016.01-gc3449fb)

ÅREE OS: Android (Linux kernel version 5.4.89+)

ÅTEE:

ÅCRM-TZ.WNS.4.0.C1-00024

ÅLatest: TZ.WNS.4.0.C1-102108

ÅA nice hardware overview:

ÅGoogle Nest Wifi  Pro Bypassing Android Verified Boot from Sergey Volokitin
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https://www.youtube.com/watch?v=NbUYbuOk0wM
https://www.youtube.com/watch?v=NbUYbuOk0wM
https://www.youtube.com/watch?v=NbUYbuOk0wM
https://www.youtube.com/watch?v=NbUYbuOk0wM
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Now time for SW vulns!

We already know a thing or twoé

ÅEL3 code execution with Fault 

Injection (EMFI)

ÅPresented at Hardwear.io 

USA 2025

https://hardwear.io/past-events/hardwear-io-security-trainings-and-conference-usa-2025/
https://hardwear.io/past-events/hardwear-io-security-trainings-and-conference-usa-2025/
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No kernel printing. No user shell

Serial anyone?



Dumping EMMC

ÅFull signal tracing on PCB:

ÅBy removing EMMC chip

ÅCLK, CMD, DAT0 identified:

ÅDumping òin situó

Å1-bit mode reader (e.g. HAMA 

123900)

ÅLow voltage (1.8V) adapter

ÅCLK had to be disconnected from 

SoC (resistor in a different location)
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Dumpõem all

eMMC partitions



Getting to TEE.
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...where does it come from?

Bypassing Secure Boot (CVE-2024-22013)

ÅDiscovered independently by us 

and Sergey Volokitin

ÅSecure Boot is enabled by 

eFuses:

ÅPBL Ą SBL Ą U-Boot Ą Kernel

ÅBad CRC warning in U-Boot log

https://nvd.nist.gov/vuln/detail/CVE-2024-22013
https://nvd.nist.gov/vuln/detail/CVE-2024-22013
https://nvd.nist.gov/vuln/detail/CVE-2024-22013
https://nvd.nist.gov/vuln/detail/CVE-2024-22013
https://nvd.nist.gov/vuln/detail/CVE-2024-22013
https://hardwear.io/netherlands-2024/presentation/google_wifi_secure_boot_bypass.pdf
https://hardwear.io/netherlands-2024/presentation/google_wifi_secure_boot_bypass.pdf
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We control the environmenténow what?

CVE-2024-22013: Root Cause

ÅU-Boot searches for 

environment partitions:

Å0:APPSBLENV

Åubootenv

ÅUses them if found

ÅExploit:

ÅResize the `crash` partition

ÅCreate ubootenv

ÅSupply our own U-Boot 

environment Source: bootloader/board/qca/arm/common/env.c (lines 119-133)
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We can boot an unsigned kernelé

CVE-2024-22013: Raelize exploit

ÅWe found a nice feature!

ÅVerification skipped if 

òatfó environment 

variable is set

ÅExploit:

ÅSet the variable in the 

environment partition J
Source: bootloader/board/qca/arm/common/env.c (lines 119-133)



Post exploitation

ÅEnable kernel printing:

ÅWe pass our bootargs

ÅModify òconsole=ò to òrealize=ò

ÅGet root:

ÅModify init.rc in ramdisk (part of 

boot.img)

ÅRepack boot.img

ÅFlash

ÅWe also re-enabled LKM 

loading:

ÅDisabled by default

Åinit.rc writes `1` to 

/proc/sys/kernel/modules_disab

led
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Root shell
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Where are we now?
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PBL 

(ROM)

EL3 (Secure)

SBL

U-Boot

REE (Non-Secure) TEE (Secure)

EL1

EL0

Android

Secure Monitor

Root shell

QSEE

Trusted 

Application
Full control
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Thatõs all we need (for exploring a TEE)

Reaching TEE attack surface

ÅWiFi Proõs Linux kernel exposes /dev/mem:

ÅAccess to physical address space (REE only)

Ådevmem (userspace binary) allows us to read/write arbitrary physical memory addresses (REE 

only)

ÅRequires root privileges, of course

Åébut we are root already J

ÅKernel code exec simply by loading a custom LKM:

ÅAllows sending arbitrary SMCs  to EL3



QSEE security analysis.
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Reversing Secure Monitor

ÅWe extracted the q̀see_a/b` partitions:

Åcontain Secure Monitor (EL3) code

ÅWe enumerated and identified all SMC handlers by reverse 

engineering
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Secure Monitor Calls (SMC)

Åsmc: privileged ARM instruction to issue SMCs

ÅAlways handled by an EL3 SMC handler.  Yet, it may be:

ÅTrapped by higher ELs

Åe.g. NS-EL2 (hypervisor) trapping NS-EL1 (kernel) SMCs

ÅDispatched to lower ELs 

Åe.g. EL3 Monitor Ą S-EL1 TEE OS

ÅArguments passed via registers

ÅPointers must be physical addresses:

ÅNo way for TEE to translate REE VA
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QSEE: EL3 SMC handler

ÅExecuted with EL3 privileges

ÅLarge majority of SMCs gets dispatched to S-EL1 (QSEE)
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QSEE: EL1 SMC handlers

ÅEL1 SMCs stored in an array of structs (reverse engineered)

ÅArginfo contains type information for incoming params

ÅExecuted by QSEE with S-EL1 privileges (i.e. TEE OS)
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This must be solved in all TZ-based TEEs

A TrustZone TEE challengeé

ÅPointers passed in SMC arguments are physical addresses

ÅHow can TEE distinguish where do they point to?

ÅNo interface to ask to TZASC (TrustZone Address Space Controller)

ÅREE MMUs? 

ÅInaccessible. 

ÅE.g. TEE doesnõt know REE base addresses  (ELx_TTBR0/1)



A common solution: Secure Range tables

ÅDetermine òranges of secure memoryó:

ÅUsed by TEE code to check pointers incoming via SMC args

ÅMultiple entries:

ÅEach defining a single contiguous range
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ID flags

0x0 0x4

start end

0x8 0xC 0x10

Secure Range entry



QSEE secure ranges

ÅOnly 2 secure memory ranges are 

defined:

Å0x22000 Ą 0x3f000000

Å0x4ac00000 Ą 0x4ae00000

ÅFlags: determine if the entry is used in 

checks
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The journey to EL3.
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Reading all the things.
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Can we access it?

smc_02000607_get_hyp_diag_info

SMC args are checked

against secure range tables Ą

[dst, dst+dstsz] can only be in REE

Source pointers taken from 

OCIMEM 

Memcpy_s.

Controlled dst and size 

(via SMC args)



ÅMemory at 

0x08600b30:

ÅNot protected from 

TZASC Ą

ÅWe can read/write 

OCIMEM from REE

ÅWe can set the source 

and size for a memcpy to 

REEé
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Writing OCIMEM from REE
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We dumped the ROM

CVE-2025-27697

ÅWe can read any TEE 

memory by:

ÅSetting memcpy_s source 

pointer and size in OCIMEM

ÅSetting dst and dstsize in SMC 

args

ÅSending SMC 0x02000607

ÅAn arbitrary TEE read 

primitive, right?

ÅBetter! We can read ANY 

memory TEE can read



Achieving EL3 R/W primitives.

34



smc_02000219_init_image_syscall
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Checks on a1.

ÅNo upper boundary check

Åa1 can be an (almost) 

arbitrary index

a1 index in a struct array:

ÅMultiplied by 128

Åadded to base 0x4acabee0

Resulting ptr passed to 

FUN_4ac308d4

ÅWith proper a1, it can point to 

REE memory
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An interesting memseté

base2 from an array we control

We can write NULL bytes to an 

arbitrary destination

str from an address we control

No secure range checks
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How can we use it?

CVE-2025-27060 / CVE-2025-27699

ÅArbitrary NULL overwrite

Åsmc_02000216_init_image_syscall suffers from a very similar 

vulnerability:

ÅCVE-2025-27059 / CVE-2025-27698



A generic TZ approach

ÅSecure Range tables are needed in all TZ-based TEEs

ÅòDestroyingó the tables prevents the TEE from identifying any malicious pointers 

supplied from REE

ÅSMCs may become reachable with no check on pointers

ÅPublic (not aware of many exploits using it. Let us know!):

ÅQualcomm IPQ4018/19 (see our blog post)

ÅQualcomm MSM8974 (see Gal Beniaminiõs blog post)
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https://raelize.com/blog/qualcomm-ipq40xx-analysis-of-critical-qsee-vulnerabilities/
http://bits-please.blogspot.com/2015/08/full-trustzone-exploit-for-msm8974.html


How to òdestroyó the tables?

ÅExamples:

ÅDisable entries by setting specific flags

ÅSet range size to zero

ÅSet start_addr == end_addr

ÅUseful if you control WHERE but not WHAT 

Åyou donõt even need to know the actual value..

ÅSet start addr > end_addr

Åé
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Our case: QSEE

ÅSecure ranges table stored in 

writeable memory

ÅSet flags[1] bit to 0 Ą entry 

disabled

ÅDisable all entries Ą any physical 

pointer in SMCs will be allowed
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