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Goals

ADiscus®@ualcomm'®SEE vulnerabilities@oogle NestWiFi Pro

AShow how we got code execution VittBprivileges

AShare a generic exploitatianethodologyapplicable to ARM
TrustZonbkased TEEsS



Agenda

A Introduction

A Getting toTEE
A Bypassing Secure Boot
A Reaching the TEE attack surface (SMCs)

A Qualcomm'@SEEecurity analysis

A Thejourneyto EL3:
A Readingall the things (CVED25-27697)
A Killingsecure rangefCVE2025-27059/CVE2025-27060)
A EL3code execution (an usual way)
A é t hbetterway to EL3 (C\(E025-27040)

A A genericexploitation technique

A Conclusion
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reelize

CristofaroMune Niek Timmers

A CoFounder; Security Researcher A CoFounder; Security Researcher

A 20+ years in security A 10+ years experience with analyzing the security of

A 15+ years analyzing the security of complex systems and devices
devices

Hardware Software

Ourresearchhttps://raelize.com/blog
(Devices, TEEs, Secure Boot
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https://raelize.com/blog

2021: Qualcomm IPQ4018/19 SoC

ASeveral vulnerabilities identified in
the TEE (Qualcomm QSEE):

Ahttps://www.qualcomm.com/company/
productsecurity/bulletins/january
2021-bulletin

A Affected multiple products from diverse
vendors

Linksys EA8300

AFurther research: TEE code exec via Cisco Meraki MR33

Fault Injection as well NetgearOrbi RB20
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Today: Google NesifiPr o ( o Wi F i Pr

AWi-Fi 6E router €5 Nest Wifi Pro
A Dualcore 64bit ARMCPU
A1 GB RAM The better way to Wi-Fi.
A4 GB flash

ASoC:QualcomnPQ5018

A Secure Boot

A Trusted Execution Environment
A ARM Trustzormased

A Qualcomm Secure Execution
Environment (QSEE)




Our Target

AFirmware version3.73.406133
A Latest available is 3.78.518349

AREE:

A U-Boot (UBoot 2016.01gc3449fb)
AREE OS: Android (Linux kernel version 5.4.89+)

ATEE:
A CRMTZ.WNS.4.0.GD0024
A Latest: TZ.WNS.4.0.4D2108

AA nice hardware overview:
A Google NesWifi Pro Bypassing Android Verified Bémm Sergeyolokitin
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We

AEL3 code execution with Faul

InjectionEMHB)

APresented aHardwear.io

already know a

USA 2025

Now time for SW vulns!
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Serial anyone?

Format: Log Type - Time(microsec) - Message - Optional Info

Log Type: B - Since Boot(Power On Reset), D - Delta, S — Statistic
S — QC IMAGE VERSION STRING=BOOT.BF.3.3.1.1.C4-00012

S — IMAGE VARIANT STRING=MAASANAZA

S — OEM IMAGE VERSION STRING=CRM

S - Mar 8 2022 01:13:12

S - Boot Config, Ox000002c3

B -

127 - PBL, Start

B -
112636 - SBL1l, Start

U-Boot 2016.01-9c3449fb (Jan 24 2024 - 00:34:19 +0000)

Starting kernel ..1

No kernel printingNo user shell
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Dumping EMMC

AFull signal tracing on PCB:
A By removing EMMC chip

ACLK, CMD, DATO identified:

A 1-bit mode reader (e.g. HAMA
123900)

A Low voltage (1.8V) adapter

A CLK had to be disconnected from
SoC (resistor in a different location)

11



eMMC partitions

Dump alem
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Getting to TEE
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Bypassing Secure BoGME2024-22013)

A Discovered independently by us
and SergeyVolokitin

A Secure Boot isnabledby
eFuses

A PBLA SBLA U-BootA Kernel

ABad CRC warning in-Boot log

OCoo~dNOoOOUA,,WNREFRFOCDOOONOULEE WN -

U-Boot 2016.01-9gc3449fb (Jan 24 2024 - 00:34:19 +0000)

DRAM: smem ram ptable found: ver: 1 len: 4

1 GiB

NAND: QPIC: disabled, skipping initialization

SF: Unsupported flash IDs: manuf 00, jedec cO3f, ext jedec 7fff

ipg spi: SPI Flash not found (bus/cs/speed/mode) = (0/0/48000000/0)
0 MiB

MMC: <NULL>: @ (eMMC)

*** Warning - bad CRC, using default environment

PCI Link Intialized

PCI Link Intialized

In: serial@78AF000

Out: serial@/8AF000

Err: serial@78AF000

ART partition read failed..

Hit any key to stop autoboot: ©
do bootipqg: boot signed image

...where does it come from?
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CVE2024-22013: Root Cause

A U-Boot searches for

- " i 119 blk_dev = mmc_get dev(mmc_host.dev_num);
enVIronmemartltlons. 120 ret = get partition info efi by name(blk dev,
A 0:APPSBLENV 121 "0:APPSBLENV", &disk info);
) 122 if (ret)
A ubootenv 123 ret = get partition info efi by name(blk dev,
124 "ubootenv", &disk_info);
A Uses them if found 125
126 if (ret == 0) {
A EXp|Oit' 127 board env offset = disk info.start * disk info.blksz;
. 128 board env size = disk info.size * disk info.blksz;
A Resize the “crash’ partition 129 board_t(eerW_rgnge = board_env_size; )
130 BUG ON(board env size > CONFIG ENV SIZE MAX);
A Createubootenv 131 } - - -
A Supplyour own Boot e : [EturnRnet:
environment Sourcebootloader/boardficaarm/commonknv.dlines 119133)

We contr ol t hhe enviro
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CVE2024-22013: Raelize exploit

AWe found a nicdeaturd

A Verificationskippedif
aatf 6 environment
variable is set

A Exploit:

A Set the variable in the
environment partitioh

We

C

1147
1148
1149
1150
1151
1152
1153
1154
1155
1156
1157
1158

a n

/%

|| if atf is enable in env ,do_boot_signedimg is skip.
|| Note: This features currently support in ipg50XX.

*/

if (ret == 0 && buf == 1 & !getenv("atf")) {

printf("%s: boot signed image\n", func );

ret = do boot signedimg(cmdtp, flag, argc, argv);
== -EOPNOTSUPP) {
printf("%s: boot unsigned image\n", func );

} else if (ret == 0 || ret

ret = do boot unsignedimg(cmdtp, flag, argc, argv);

}

Sourcebootloader/boardgcadarm/commonkénv.qlines 119133)

b oot

a n

uns
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Post exploitation

A Enable kernebrinting

A We pass oubootargs
$ hexdump -C boot b -n 256

AModi fy oconsol e 00000000 17 60 00 00 63 00 00 60 00 00 00 00 28 00 00 50 [............ (..P]|
00000010 00 19 72 00 00 €8 71 00 28 8 71 50 00 01 00 00 |..r...q.(.qP....|
A Getroot 00000020 28 €9 71 50 00 30 00 00 41 4e 44 52 4f 49 44 21 |(.qP.0..ANDROID! |
00000030 c3 c1 5a 00 00 00 08 42 50 14 17 00 00 00 00 43 |..Z....BP...... C|
A Modify init.rcin ramdisk(part of 00000040 00 0O 0O 0O 00 00 fO 42 00 01 00 42 00 08 00 00 |....... B...B....|
boot.img 00000050 00 00 00 60 00 00 00 60 00 00 00 00 00 00 00 00 |................ |
' 00000060 00 00 00 60 00 00 00 00 69 6e 69 74 3d 2f 69 6 |........ init=/in|
A Repackioot.img 00000070 69 74 20 63 6¢C 6b 5F 69 67 6e 6T 72 65 5f 75 6e |it clk_ignore un|
00000080 75 73 65 64 20 72 6e 67 5f 63 6T 72 65 2e 64 65 |used rng_core.de|
A Flash 00000090 66 61 75 6C 74 5F 71 75 61 6c 69 74 79 3d 31 30 |fault quality=10|
00000020 30 20 67 70 74 20 63 6f 6e 73 6f 6c 65 3d 20 20 |0 gpt console= |
AWe also reenabled LKM 000000b0 72 6f 20 6d 6 64 75 6¢c 65 5f 62 6¢c 61 63 6b 6Cc |ro module blackl|
] 000000cO 69 73 74 3d 6 76 65 72 6c 61 79 20 6¢c 6f 67 63 |ist=overlay logc|
loading: 000000d0 61 74 5f 62 75 66 66 65 72 5f 73 69 7a 65 73 3d |at_buffer sizes=|
A Disabled by defaul 000000e® 31 30 32 34 2c 32 2c 32 2c 33 32 00 00 00 00 00 |1024,2,2,32..... |
Isabled by default 000000T0 00 00 00 60 00 00 00 60 00 00 60 00 00 00 00 00 |................ |

A init.rcwrites "1 to 0000104

/proc/sys/kernel/modules_disab
led
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Root shell
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Where are we now?

EL3 (Secure) Secure Monitor

REE (Ne8ecure)

TEE (Secure)

QSEE
EL1
ELO l
Trusted
Full control Application
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Reaching TEE attack surface

AWiFiPr o6s Linux kernel exposes /dev/ mem:
A Access to physical address space (REE only)

A devmen{userspacéinary) allows us to read/write arbitrary physical memory addresses (REE
only)

A Requires root privileges, of course
Aébut we arelJroot already

A Kernel code exec simply by loading a custdtivi
A Allows sending arbitrary SMCs to EL3

That 0s all we need (T«
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QSEE security analysis
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Reversing Secure Monitor

AWe extracted the gsee_db" partitions:
AcontainSecureéMonitor(EL3) code

AWe enumerated and identified all SM@ndlers
engineering

Qy reverse

22



Secure Monitor Calls (SMC)

Asmc privileged ARM instruction to issue SMCs

AAlways handled by an EL3 SMC handler. Yet, it may be:

ATrapped by higher ELs
A e.g. NSEL2 (hypervisor) trapping NE.1 (kernel) SMCs

ADispatched to lower ELs
A e.g. EL3 Monitey SEL1 TEE OS

AArguments passed wiagisters

APointers must hghysicalddresses:
ANo way for TEE to translate REE VA
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QSEE: EL3 SMC handler

undefined4

fe &6 ha ag .
0 uint wvar
bhool
char
uint s
long
long

3
4
5
5
7
8
4]
10
11

=
W

smeld = (uint)s
1t (smcid =
if (smcid < Ox

1t (smcid =
1f (smcid =
if (smcid -

AExecuted witEL3privileges
ALarge majority of SMCs gedsspatchedo SEL1 (QSEE)

5, uintB4_t SCR_EL3)
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QSEE: EL1 SMC handlers

2 undefineds s 010f_do_mode tch (U am_1,int param_2)

3%

uint3z_t ' ' XREF[ 4] : _undefi

ram_1,param_2);

uint32_t OFh smc_i XREF[1.1

.
D0 00~ 0y U1 s W

10f do_mode handler func =

XREF[0,1]:

1
g
return ret;

AEL1 SMCs stored in array of structs (reverse engineered)
A Arginfocontains type information for incoming params

AExecuted by QSEE WBHEL1 privilegef.e. TEE OS)
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ATrustZond EE chall engeeé

APointers passed in SMC argumentspémssicaladdresses

AHow can THEfistinguishvhere do they point to?
ANo interface to ask to TZASTstZonAddress Space Controller)
AREE MMUs?

A Inaccessible.
AE.g. TEE doesndt know REE base addresses

Thiganusbe solved In all -based TEES
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A common solution: Secure Range tables

0x0 Ox4 0x8 0xC Ox10

Secure Range entry

ADetermin®@ r anges of secure memoryo
AUsed by TEE code to check pointers incoming viaigsiC

AMultiple entries:

AEach defining a single contiguous range
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QSEE secure ranges

id enabled start Sle
Ox4AC985E8: 0x00000001 Ox00000002 0x00022000 0x3TEEEEOO (secure range 1)
Bx4AC98618 GXBGOGBOGE GXBGOBGOGZ 0x4ac99099 0x4ae00000 (secure range 2)

AOnly 2 securanemory ranges are
defined:
A0x22000 A 0x3f000000
A0x4ac00000A 0x4ae00000

AFlags: determine if the entryusedin
checks




The journey to EL3

A



Reading all the things
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smc_02000607 get_hyp diag_info

Source pointers taken from 7| wint wers;
OCIMEM indetinedt <7

SMCargsare checked
against secure range tablégs
[dst dst+dstscan only be in RE

Memcpy s .
Controlleddstand size B e
(Vla SMcargS) gg , return uVarz;

Can we access It?
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Writing OCIMEM from REE

AMemory at
0x08600b30:
A Not protected from /factory/raelize/demo # devmem 0x8600B30 64
TZAS@ OX000000304AC30110

A We canread/write /factory/raelize/demo # devmem Ox8600B30 64 0x0
/factory/raelize/demo # devmem Ox8600B30 64
OCIMEM from REE 0x0000000000000000

/factory/raelize/demo # devmem Ox8600B30 64 Ox000000304AC30110
/factory/raelize/demo # devmem 0x8600B30 64
Ox000000304AC30110

AWE Ca_‘n set the source /factory/raelize/demo # |}

and size for anemcpyto

REEE@
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CVE2025-27697

AWe canread any TEE

memonyby:
] [+] Reading the start of EL3 SMC handler @0x4ac019e8
ASettlngmemcpy_source [+] Expected value:
pointer and size in OCIMEM - fc 6f ba a9 fa 67 01 a9 f8 5f 02 a9 f6 57 03 a9

[+] Reading with SMC 0x02000607

ASettingdstand dstsizan SMC 00000000 fc 6f ba a9 fa 67 01 a9 f8 5f 02 a9 f6 57 03 a9
args [+] Done :) B

A Sending SMC 0x02000607
AAn arbitrary TEE read
primitive, right?

ABetter! We can read\NY
memory TEE can read

We dumped theROM

|oOcoc

|.o...g... ...
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Achieving EL3 R/W primitives
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smc_02000219 init_image_syscall

Checks on al.
AN 0 upperboun d aryCheCk undefined8 smc_ 02000219 init image syscall{uint al,undefined4 a2, undefined8 a3, undefinedd a4)
Aal can be an (almost) _

arbitrary index indeFineds Ular2

1T ((al < 0x13) && ((1 << (ulong)(al & Ox1f) & OxE0LlOOU) !'= 0)) {
tzbsp_log(3,s (%) 4ac92cld, Gx300001e);
al index in a struct array:
A Multiplied by 128
A added to base Ox4acabee0

élSE {

Resultingtr passed to =l

FUN_4ac308d4 } }

A With proper al, it carpoint to return uvarz;
REE memory
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An interestingnemset

undefineds FUNLdaiEpEddiuint offset,undefined8 #*addr,uint length,long base)

uint uVarl;
No secure range checks uint war2;

int 1vars;
char *str;
long 1Vard;
undefineds uvars;
long baseZ;
ulong uVaré;

base2 from an array we contrql long tvar7;
ulong offset;
vold *  src;
undefined® *puVars;

offset = (ulong)offset;

str from an address we contrgl ' (bas

We can write NULL byteS {0 G m-::r! wrapper (s 3 02 + _offse _-:== 0% 38
arbitrary destination [varr="tlong T ¥ _oTTset ¥ O%38;

uvars = *{ulong *)({1Var7 + O

LAB dac30acs:
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CVE2025-27060 / CVE2025-27699

AArbitrary NULLoverwrite

Asmc_02000216 init_image_syssaffers from a very similar
vulnerability:
ACVE2025-27059 / CVE2025-27698

How can we use It?

37



A genericTZ approach

ASecure Range tables are needediihTZbased TEEs

AbDestroyingo the tables prevents the
supplied from REE

ASMCs may become reachallih no check goointers

APublic (not aware of many exploits using it. Let us know!):
A QualcomnPQ4018/19 (see oublog pos)
A QualcomnmMSM8974 (see GaB e n i abing pos) 6 s
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How destrooo t he t abl es?

AExamples:
ADisable entries by setting specffags
A Set rangesizeto zero

ASetstart addi== end_addr
A Useful if you contrtWHERE but not WHAT

Ayou dondt even need to know the actual v
ASet startaddr > end_addr

Aé
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Our case: QSEE

ASecure ranges table stored in
writeable memory

ASetflags[1]bit to 0 A entry
disabled

ADisable all entrie#, any physical
pointer in SMCs will be allowed
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